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Abstract

Most clustering-based differentially private synthetic data generation methods assume uncon-
strained continuous feature spaces and offer no mechanism for hard feature bound enforcement
or discrete-valued attribute handling, which limits their practical applicability to real-world
tabular data where such constraints are common. This paper proposes a geometry-based
mechanism that generates synthetic tabular data by application of Laplace noise jointly
to K-means cluster centroids and within-cluster radial distances, calibrated via a data-
dependent sensitivity approximation. Three components distinguish the approach from prior
work: coordinate-wise centroid reflection to enforce hard feature bounds after perturbation,
coordinate-wise clipping to enforce bounds on reconstructed synthetic points, and randomized
rounding for discrete features as a post-processing step. A utility-driven calibration strategy
selects the privacy budget € to meet a user-specified target Adjusted Rand Index (ARI),
which makes the privacy—utility trade-off directly interpretable. Baseline comparisons on a
two-dimensional illustrative example show that the proposed mechanism achieves ARI = 0.666
at € &~ 1.60, which substantially outperforms direct coordinate-wise noise addition at the same
budget (ARI= 0.199), while it matches the non-private synthesis baseline (ARI= 0.624).
Across 30 independent runs the mechanism achieves mean ARI = 0.62940.108, which confirms
that the calibration target is reliably met under stochastic variation.

Keywords: ARI-guided Calibration; Bounded Features; Differential Privacy; K-means Cluster-
ing; Synthetic Tabular Data.
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1. Introduction

The increased availability of sensitive data in domains such as healthcare, recommendation
systems, and distributed computing has raised significant concerns about privacy preservation
during data sharing and analysis. Differential privacy (DP) has emerged as a rigorous and widely
accepted framework for the limitation of information leakage while it enables statistical inference
and machine learning on sensitive datasets.

Clustering-based methods, particularly K-means and its variants, are widely used in privacy-
preserving data analysis because of their simplicity, scalability, and interpretability. A substantial
body of work has investigated differentially private K-means clustering under various threat
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models and computational settings, including centralized, local, and distributed environments
[1-4], showing that meaningful clustering structure can be retained through mechanisms such as
distance perturbation, centroid noise injection, and exponential mechanisms.

Beyond clustering itself, differentially private synthetic data generation has drawn increased
attention as a way to share data while the disclosure risk is reduced. Several methods use
clustering as an intermediate representation and build synthetic data from privatized cluster
summaries [5-7]. Other approaches apply DP to generative models: Jordon, Yoon, and Schaar [8]
proposed PATE-GAN for synthetic tabular data with formal privacy guarantees, while Park
et al. [9] introduced a DP tabular synthesizer that preserves marginal distributions under a fixed
privacy budget. Broader studies also highlight challenges of balance between privacy, utility, and
interpretability in deep learning and federated settings [10—-13].

Despite these advances, a gap remains in how existing clustering-based synthesis methods
handle practical data constraints. MC-GEN [5] and the co-clustering approach of Benkhelif
et al. [6] assume unconstrained continuous feature spaces and provide no mechanism for hard
feature bound enforcement or discrete-valued attribute handling. PrivSyn [7] supports mixed
data types through marginal-based synthesis, but does not use cluster geometry as the generative
scaffold and does not offer a utility-driven budget selection strategy. When these constraints
are ignored, synthetic records may violate feasibility requirements or contain invalid values,
which reduces practical utility even when formal privacy guarantees hold. Additionally, existing
methods require practitioners to set € manually without a direct connection to a downstream
quality target [14].

This paper proposes a geometry-based privacy-preserving synthetic data generation mech-
anism built upon K-means clustering that explicitly addresses these limitations. The main
methodological contributions are: (i) a joint Laplace perturbation of cluster centroids and within-
cluster radial distances combined with coordinate-wise centroid reflection and point clipping to
enforce hard feature bounds during synthesis — a combination absent from prior clustering-based
DP synthesis methods; (ii) a utility-driven calibration strategy that selects the privacy budget e
to meet a user-specified target Adjusted Rand Index, which makes the privacy—utility trade-off
directly interpretable without manual € tuning; and (iii) randomized rounding as a post-processing
step for discrete features, which preserves integrality at no additional privacy cost under the
post-processing property of differential privacy. A low-dimensional numerical example illustrates
the method and analyzes clustering stability through the Adjusted Rand Index and cluster label
changes. Baseline comparisons against non-private synthesis and direct coordinate-wise noise
addition are included to contextualize the utility of the proposed mechanism.

2. Methodology

This section presents the methodological foundation of the proposed synthetic data generation
mechanism. It begins with the basic concepts of differential privacy and the Laplace mechanism,
followed by K-means clustering and the evaluation metrics used to assess the preservation of
clustering structure.

2.1. Differential Privacy

Differential privacy (DP), first formalized by Dwork et al. [15], provides a formal guarantee
that the output of a randomized algorithm is insensitive to the contribution of any single data
record. Formally, a randomized mechanism M satisfies e-differential privacy if, for any pair of
neighboring datasets D and D’ and for any measurable set S,
PIM(D) € S| < £ PIM(D') € S].
The datasets D and D’ are said to be neighboring, denoted by D ~ D', if they differ in the
presence or value of exactly one data record, i.e.,

IDAD'| = 1,
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where A denotes the symmetric difference operator. The privacy parameter € > 0 controls the
strength of the privacy guarantee, with smaller values corresponding to stronger protection.

In this work, the mechanism is designed within the central (trusted curator) model: all
computations on the private dataset are performed internally and only the outputs of the
perturbation procedure are released.

Theorem 1 (Sequential Composition). Let My,..., My, be randomized mechanisms such
that M, satisfies €;-differential privacy for each i € {1,2,...,m}. Then the mechanism
defined by the sequential release

M(D) = (My(D), ..., Mu(D))

satisfies (e1 + - - - + ep) -differential privacy.

This composition result is central to the proposed synthetic data generation procedure. It allows
the total privacy budget to be decomposed across multiple randomized queries on the private
dataset.

These concepts — the DP definition, neighboring-dataset relation, Laplace mechanism, and
sequential composition theorem — form the theoretical foundation of the proposed mechanism.
The present work applies Laplace noise decomposed via sequential composition across centroid
and radial-distance queries under the trusted curator model, but does not establish a formal
end-to-end e-DP proof: the sensitivity is a data-dependent approximation rather than a derived
bound, and the adaptive budget-selection step has not been formally analyzed. The DP framework
above should therefore be read as a motivating foundation rather than a guarantee that applies
directly to the full mechanism.

2.2. Laplace Mechanism

A standard approach to the achievement of differential privacy is the Laplace mechanism. Given
a function f(D) € R¥ with ¢;-sensitivity

Avf = wa [I£(D) — F(D')],

the Laplace mechanism releases M(D) = f(D) 4 n, where each component of n is drawn
independently from a Laplace distribution with scale parameter A, f/e.

2.3. K-Means Clustering

Let X = {z1,...,2,} C R? denote the original dataset. K-means clustering partitions the data
into K clusters by minimization of the within-cluster sum of squared distances,

K
2
> 2 llwi— wllz,
7j=1 $i€Cj
where 11; denotes the centroid of cluster C;. The resulting centroids provide a compact geometric
summary of the data.
2.4. Evaluation Metrics

To assess the extent to which clustering structure is preserved in the synthetic data, we use both
label-based and distribution-based measures.
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2.4.1. Adjusted Rand Index (ARI)

Let a dataset of n observations be clustered in two different ways, which yields partitions

P={Py,....,P.} and Q ={Q1,...,Qs}. Let
nij:‘PiﬂQﬂ, CLZ‘:ZTLZ‘]‘, and bj:Znij-
J=1 i=1

The adjusted Rand index (ARI) is defined as

ARI =

.
56950 205

i=1 j=1

The ARI takes values in [—1, 1], where a value of 1 indicates identical clusterings, 0 corresponds
to agreement expected by chance, and negative values indicate less agreement than expected
under random assignment.

2.4.2. Confusion Matrix

To complement the adjusted Rand index, a confusion matrix provides a cluster-wise comparison

between two labelings. Given original cluster labels P = { Py, ..., P,} and synthetic cluster labels
Q ={Q1,...,Qs}, the confusion matrix M € ZL* is defined by
Mi; =P, N Qjl,

that is, the number of data points assigned to cluster P; in the original data and to cluster
Q@; in the synthetic data. Each row of the confusion matrix describes how the points from a
given original cluster are redistributed across synthetic clusters. Unlike ARI, which summarizes
agreement into a single scalar value, the confusion matrix provides an interpretable view of
cluster-level distortions induced by the privacy mechanism.

3. Synthetic Data Generation Procedure

Let X = {z1,...,2,} C R? denote the original dataset. The following inputs are assumed to be
specified:

e the number of clusters K,

« a target adjusted Rand index ARl get € (0,1),

e lower and upper bounds for each feature, and

o feature types (continuous or discrete).

The goal is to generate a synthetic dataset X = {Z1,...,%,} that preserves cluster structure up
to the desired ARI level while Laplace perturbation is applied, calibrated through the sensitivity
approximation described below.

Prior to clustering, the dataset X is transformed feature-wise by standardization. Let z; and
oj denote the empirical mean and standard deviation of feature j. Each data point is mapped to
a standardized representation

5 g ooy

MO <901'1 —T1 T2 — T2 Tid — iE‘d)
‘ 01 02 o '
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All subsequent clustering, distance computations, and noise injection are performed in the
standardized space. After synthetic data generation, the inverse transformation is applied to
recover data on the original scale.

3.1. Private Cluster Representation

Let X = {z1,...,2,} C R? denote a private (standardized) dataset held by a trusted data,
curator. The proposed synthetic data generation mechanism is designed within the central
(trusted curator) model: all computations on X are performed internally, and only the output of
the perturbation procedure parameterized by a privacy budget ¢ is released.

Given a fixed privacy budget ¢ > 0, K-means clustering is first applied to X to obtain
cluster assignments {C1,...,Ck} and corresponding centroids {u1, ..., ux}. These quantities
are treated as intermediate representations and are never released. The mechanism represents
each cluster using two classes of statistics:

o cluster centroids, which encode the translational location of each cluster, and

o radial distances of individual data points to their assigned centroids, which encode within-
cluster dispersion.

3.1.1. Sensitivity Calibration

To apply the Laplace mechanism, the ¢1-sensitivity of each released quantity must be specified.
In this work, the sensitivity is set to the maximum pairwise Euclidean distance between cluster
centroids in standardized space,
A =max ||pj — pill2-
nas s = pe

This choice serves as a data-dependent proxy sensitivity used to calibrate noise for both the
centroid and radial distance perturbations. A formal sensitivity derivation that accounts for
the full K-means update is left as future work; the use of A constitutes a practical calibration
heuristic under the assumption that the cluster structure is stable across single-record changes.

3.1.2. Neighboring Datasets

Under the add/remove neighboring-dataset definition, D ~ D’ if they differ in exactly one record.
The addition or removal of a single point can shift all K centroids, alter assignments, and change
radial distances within the affected cluster. A tight closed-form worst-case sensitivity for K-means
centroids is difficult to establish, as the centroid shift depends on cluster sizes, data geometry,
and which point changes [2]. The approximation A is motivated by the observation that a single
record can displace a centroid by at most the cluster radius, which is bounded by the maximum
pairwise centroid distance; radial distances r; = ||z; — ug||2 are similarly bounded by A under
the same stability assumption. This approximation holds well when clusters are large and well
separated, but may underestimate the true sensitivity when clusters are small or near-balanced.
Accordingly, A serves as a practical uniform sensitivity proxy throughout this work, with the
understanding that it is a heuristic rather than a rigorous global bound.

3.1.3. Noise Injection

To provide privacy-preserving perturbation motivated by differential privacy principles, Laplace
noise is injected into both components. The total privacy budget € is decomposed as

e=¢yu+e&p, Eu=¢&r=€/2.

For each cluster k, Laplace noise with scale A/e, is added independently to each coordinate of
the centroid pg, which yields a noisy centroid jig. Similarly, for each data point x; € Cy, Laplace
noise with scale A/e, is added to its radial distance

ri = |l = pell2,
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which produces a noisy distance 7;.

Under the sequential composition theorem, if A were a valid global £;-sensitivity for both
query types, the joint release of noisy centroids and noisy distances would satisfy e-differential
privacy. As noted in Section 3.1.1, however, A is a data-dependent heuristic approximation;
a formal privacy guarantee conditional on this approximation is assumed throughout but not
proved. These noisy quantities fully determine the subsequent synthetic data reconstruction
procedure.

3.2. ARI-Guided Calibration of the Privacy Budget

The privacy parameter £ determines the magnitude of noise injected into the noisy cluster
representation described in Section 3.1 and therefore controls the trade-off between privacy
protection and clustering fidelity. Rather than a fixed ¢ a priori, we adopt a utility-driven
calibration strategy in which the desired level of clustering similarity is specified through a target
Adjusted Rand Index (ARI).

Let ¢ = (c1,...,¢,) denote the cluster labels obtained by application of K-means to the
original dataset X, and let ¢©) denote the cluster labels obtained by reclustering of the synthetic
dataset generated by the mechanism parameterized by €. For a fixed value of ¢, the induced
clustering similarity is quantified by

Utility(¢) = ARI(c, &®)).

As the scale of the injected noise decreases with increased e, larger values of ¢ generally lead
to synthetic data that more closely preserve the original clustering structure. Accordingly, the
function Utility(e) tends to be non-decreasing in ¢ in practice; however, due to the stochastic
nature of both K-means initialization and Laplace noise injection, this monotonicity is an
empirical tendency rather than a deterministic guarantee.

Given a user-specified target ARIarger € (0, 1), the calibration selects

e =inf{e > 0: Utility(c) > ARLarget },

approximated in practice by evaluating Utility(¢) over a finite grid and selecting the value that
minimizes |Utility(¢) — ARIjarget|. Because the grid has finite resolution and each evaluation uses
a single stochastic realization, the achieved ARI may differ from ARlarger in either direction.
Only the single synthetic dataset generated using €* is released; no intermediate results are
disclosed.

The privacy implications of this adaptive selection deserve comment. Under standard DP
theory, selecting e* from the private data is not equivalent to post-processing: each grid evaluation
applies the synthesis mechanism to the private dataset, creating a data-adaptive query whose
privacy cost is not fully accounted for by * alone. Certification via the propose-test-release
framework [2] would require additional budget allocation and is left for future work; the mechanism
is best understood as a practically motivated privacy-preserving procedure rather than one with
a formally certified end-to-end e-DP guarantee.

3.3. Geometric Reconstruction of Synthetic Points

Given the noisy cluster representation obtained in Section 3.1, synthetic data points are re-
constructed using a geometric procedure that separates cluster translation from within-cluster
dispersion. For each cluster k, let fix denote the noisy centroid. For each original data point
x; € CY, its distance to the (non-released) true centroid is computed internally as

Ty = H%’ - Mk”z-

As described in Section 3.1, Laplace noise with scale A/e, is added to obtain a noisy radius 7.
Since radial distances are non-negative by definition, any negative value produced by the noise is
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clamped to zero:
7 = max{0, r; +n;}, n; ~ Lap(0, A/e,).

This clamping operation is a deterministic post-processing step applied to the already-perturbed
quantity and does not introduce additional information leakage beyond what is already present
in fi.

To prevent disclosure of directional information, the original direction, (x; — pg)/||x: — pll2,
is not used in the reconstruction. Instead, a new direction vector v; ~ U(S9!) is sampled
independently and uniformly from the unit sphere in R%. Synthetic points are then reconstructed
by translation of the noisy radial component around the noisy centroid according to

T = g + Si T vg,

where the scalar s; € (0,1) is sampled such that the resulting points are uniformly distributed
within a d-dimensional ball of radius 7;. Specifically, s; is drawn as

si=U'" U ~U(0,1).
3.4. Handling Feature Bounds
Let J, C {1,...,d} denote the index set of features for which lower and upper bounds are

specified. For each bounded feature j € 7, the original data satisfy L; < x;; < U;. Features not
in Jp are treated as unbounded. All bound enforcement is performed in standardized space. Let
Zj and o; denote the empirical mean and standard deviation used to standardize feature j. The
corresponding bounds in standardized space are
LES) == ] Ja UJ(S) = ] ) J € jb-
0j Oj
After Laplace noise is added to each cluster centroid, the resulting noisy centroid ji; may
violate bounds in one or more bounded coordinates. Feasibility is enforced by a coordinate-wise
reflection procedure applied independently to each bounded feature directly in standardized
space. The reflection rule for each bounded feature j € J, is
oL\ — gy, if uy < LY
g 208 — fug, i g > U
[k s otherwise.

For unbounded features j ¢ J;, no correction is applied. This coordinate-wise reflection ensures
that all noisy centroids lie within the specified bounds. As the transformation operates solely on
the already-perturbed centroid values, it does not introduce additional information about the
original dataset beyond what is already in fif.

At this stage, synthetic points generated around ji; are not yet required to satisfy feature
bounds. During geometric reconstruction, a synthetic point Z; generated as described in Sec-
tion 3.3 may violate bounds in one or more bounded coordinates. Feasibility is enforced by
coordinate-wise clipping to the admissible interval: for each bounded feature j € J3, the synthetic
coordinate is set to

i‘gj) — min{UJ(s), maX{Lg.s), :ES)}}

This clipping step operates on already-perturbed outputs and does not introduce additional
information leakage. While clipping may concentrate synthetic points near the boundary when
the noisy centroid lies close to a bound, this is an acceptable trade-off for computational efficiency
compared to rejection sampling.
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3.5. Post-processing and Discrete Feature Handling

All synthetic data generated in Sections 3.1-3.4 are represented in standardized space. As a
final post-processing step, the inverse standardization is applied to recover synthetic data on the

original feature scale. Let Z; and o; denote the empirical mean and standard deviation used
(s)

during standardization. Each synthetic data point Z;”’ is mapped back to the original scale via

Fij= o8 + @, je{l,2,....d}.

Let J; C {1,...,d} denote the index set of features that are discrete-valued. For continuous
features j ¢ Jg, the inverse-transformed values are retained without modification. For each
discrete feature j € Jg, the inverse-transformed value Z;; is converted to a valid discrete value
by randomized rounding. Specifically, let |Z;;| and [Z;;] denote the floor and ceiling of Z;;. If
these two values coincide, the value is already an integer and is retained. Otherwise, the final
discrete synthetic value is defined as

i [#;;], with probability 1/2;
xij =
|Zi;|, with probability 1/2.

This equal-probability rounding rule is simple and avoids dependence on the exact fractional
part of the inverse-transformed value. If discrete features are subject to predefined bounds, the
rounded values are subsequently clipped to the admissible integer set. Under the post-processing
property of differential privacy, application of any deterministic or randomized function to the
output of a differentially private mechanism does not increase the privacy loss [2]. Randomized
rounding thus adds no privacy cost beyond that already incurred by the Laplace perturbation.

Randomized rounding is applied independently to each coordinate and observation, so the joint
dependence structure between discrete and continuous features may be partially disrupted. In
low-dimensional, well-separated settings this effect is typically small, but it may grow under strong
feature correlation or when inverse-transformed values fall far from integers. Dependence-aware
rounding strategies are a direction for future work.

3.6. Algorithm Summary

The complete synthetic data generation mechanism described in Sections 3.1-3.5 is summarized
in Algorithm 1.

Algorithm 1 Differentially Private Synthetic Data Generation via Cluster Geometry

Require: Private dataset X = {z1,...,2,} C R?: number of clusters K; target clustering
similarity ARIarget € (0, 1); feature bounds {(L;, U;)} ey, ; feature type sets J, (bounded),
Ja (discrete)
Ensure: Synthetic dataset X = {&1,...,%,}
1: Standardization: standardize X feature-wise to obtain X(®); transform bounds to stan-
dardized space as L;S) = (L; —z;)/0j, UJ(S) = (U; —zj)/0j
2: Clustering: apply K-means to X(®) to obtain labels ¢ and clusters {C1,...,Cg} with
centroids {puy <,
3: Sensitivity: compute A = max;y [|1; — pr|2
4: Privacy calibration: select ¢* internally such that ARI(c, 6(5*)) ~ ARliarget; release only
the final synthetic dataset
5. Privacy budget split: set ¢, =&, = ¢*/2
6: Centroid privatization: for each cluster k, add Laplace noise with scale A /e,, independently
to each coordinate to obtain fix = pp + O, where d; ~ Lap(0, A/Eu)d
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7. Centroid reflection (feasibility correction): for each bounded feature j € [J;, apply coordinate-
wise reflection in standardized space: if fix; < Lgs), set fig; < 2L§-S) — fugs if Qi > U;S), set
Pikj = QU;S) — fikj

8: Distance privatization: for each z; € Cj, compute r; = ||z; — /|2 and add Laplace noise with scale
A/e,; clamp to obtain 7; = max{0,r; + n;}

9:  Geometric reconstruction: for each z; € Cj, sample a direction v; ~ U(Sd_l) and a scaling

8 = Ul-l/d with U; ~ U(0,1); compute :EZ(-S) = i + SiT5V;

10: Bound enforcement (clipping): for each bounded feature j; € 7, set xS) —

min{U](S)7 maX{LE—S), 5:5;) 1
11: Inverse transformation: map X () back to the original feature scale via Ti5 = Uj;il(?) +

12: Discrete post-processing: apply randomized rounding (equal probability) to features j € Jy; clip

to integer bounds if applicable
13: return X

3.7. Computational Complexity

Let n denote the number of observations, d the number of features, K the number of clusters,
and I the number of K-means iterations. The dominant cost of each stage of Algorithm 1 is as
follows.

o Feature-wise means and standard deviations require O(nd) time and are computed once.

e Each K-means iteration computes pairwise distances between all n points and K centroids
at O(nKd) per iteration, for a total of O(nKdI) over I iterations.

» The computation of A = max;-y, ||i; — prll2 requires (12( ) pairwise centroid distances each
of cost O(d), which gives O(K?d). For typical values of K this is negligible.

» Laplace noise is added independently to each of the Kd centroid coordinates at cost O(Kd).

» Coordinate-wise reflection across K centroids and |J,| bounded features costs O(K|J|) C
O(Kd).

o One radial distance per observation is computed and perturbed at total cost O(nd).

o Direction sampling from U(S%1) and synthetic point construction each cost O(d) per
point; the clipping step costs O(|J,|) per point. The total over all n points is O(nd).

» Rounding and clipping n discrete feature values costs O(n|J4|) € O(nd).

 Evaluation of Utility(e) over a grid of G' candidate values requires G independent runs of
the synthesis procedure, each of cost O(nKdI + nd), for a total of O(G - nKdI).

The overall computational complexity is O(G - nKdI), driven entirely by the ARI calibration
grid search. For fixed K, d, I, and G, the cost scales linearly in n, which means the mechanism
is applicable to datasets of moderate size. High-dimensional settings increase the per-point cost
of distance computation and direction sampling, but do not change the linear scaling in n. The
main practical limitation is the calibration grid: large G is needed when the ARI—¢ relationship
is flat or non-monotonic, which may occur in low-signal or high-noise regimes.

4. Numerical Example

The proposed mechanism is illustrated on a two-dimensional dataset. All experiments were
conducted using Google Colaboratory with Python 3.10.12 and the most recent stable versions
of the required libraries. The dataset consists of n = 400 observations with two features (z1,z2):
x1 is continuous with known bounds z; € [—15,10], and x5 is discrete and unbounded. The data
form four well-separated clusters of approximately equal size. The dataset and its standardized
counterpart are shown in Fig. 1, with the admissible bounds for x; indicated by dashed vertical
lines.
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Fig. 1: Scatter plots (a) original data with bounds and (b) standardized data with standardized bounds.

The calibration procedure takes ARl get = 0.10 as input and yields € ~ 1.6006. K-means with
K = 4 is applied to the standardized data; the four centroids are located at approximately
(-1.0, 0.7), (0.2, 0.9), (1.6, 0.0), and (—0.7, —1.5), with A ~ 2.84 standardized units.
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Fig. 2: (a) K-means clustering of the standardized dataset with K = 4. (b) Effect of Laplace noise
injection on cluster centroids in standardized space.

Laplace noise is added to each centroid coordinate at scale A/e, ~ 3.55 standardized units. The
four observed displacements are approximately 0.23, 3.64, 0.80, and 2.86 standardized units; the
largest exceeds A and pushes one centroid outside the admissible region for xgs), necessitating
reflection (Fig. 2(b)). The reflected centroids and the data translated around them are shown in

Fig. 3.
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Fig. 3: Feasible noisy centroids obtained by reflection of noisy centroids back into the admissible bounds.

Radial distances are then perturbed at the same Laplace scale. The mean within-cluster radius
is approximately 0.37 standardized units — roughly ten times smaller than the noise scale — so
many noisy radii are substantially inflated and a non-trivial fraction are clamped to zero. The
resulting dispersion and the final synthetic data after inverse standardization and randomized
rounding of xo are shown in Fig. 4.
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Fig. 4: (a) Perturbation of within-cluster distances via Laplace noise prior to geometric reconstruction.
(b) Synthetic data after inverse scaling and randomized rounding.

Fig. 5 compares K-means clustering on the original and synthetic data. The synthetic clusters
are wider and more diffuse but their relative positions are preserved, because the four clusters
are well separated and the data are low-dimensional. When clusters overlap or the signal-to-noise
ratio is low, large radial and centroid noise may merge adjacent clusters, producing low ARI even
at moderate €.
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Fig. 5: Comparison of K-means clustering results on the original data (left) and the synthetic data
(right).

Reclustering the synthetic data against the original labels yields ARI = 0.6656, well above the
target of 0.10. Table 1 gives the corresponding confusion matrix, where each row is dominated
by a single column. The achieved ARI greatly exceeds the target because * is the smallest grid
value satisfying Utility(e) > ARliarget, so the result can overshoot considerably when the ARI-¢
curve is steep, and the strong cluster separation makes the ARI robust to large perturbations.

Table 1: Confusion matrix between real cluster labels and synthetic cluster labels obtained by K-means.

Synthetic cluster
o 1 2 3

1 2 94 3
3 8 3 11
9 O 1 5
3 14 11 76

Real cluster

wWw N = O

4.1. Baseline Comparison

To contextualize the utility of the proposed mechanism, two baseline methods are evaluated on
the same illustrative dataset at the same privacy budget € ~ 1.60.

e K-means clustering is applied and synthetic points are generated using the identical
geometric reconstruction procedure: centroid-anchored ball sampling, feature clipping, and
randomized rounding, but with no Laplace noise added to centroids or radii (¢ — o). This
represents the best achievable clustering fidelity under the proposed generative structure in
the absence of any privacy constraint.

o Laplace noise with scale A/e is added independently to each coordinate of every data point
directly in standardized space, without any use of cluster structure. Feature clipping and
randomized rounding are then applied identically to the proposed method. This represents
the simplest direct-perturbation alternative that provides the same nominal privacy budget.

Table 2 reports the ARI achieved by each method.
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Table 2: ARI comparison of the proposed mechanism against two baseline methods at € ~ 1.60 (single
fixed-seed run).

Method Privacy € ARI
Non-private synthesis None 00 0.624
Proposed mechanism Yes ~ 1.60 0.666
Coordinate-wise noise Yes ~1.60 0.199

Several observations follow. The coordinate-wise noise baseline achieves ARI = 0.199, far below
the proposed mechanism’s ARI= 0.666 at the same €. This demonstrates that the utility
advantage of the proposed approach comes from the cluster-level perturbation structure: by the
organization of noise around centroid geometry rather than independent application to each
data point, the mechanism preserves inter-cluster separation even under substantial noise. The
proposed mechanism also exceeds the non-private baseline (ARI= 0.624) in this single run.
This counterintuitive result is a stochastic artifact of this particular seed: the noisy centroid
displacement happens to produce synthetic clusters that are more cleanly separable than those
produced by exact reconstruction from the true centroids. This outcome is not expected to hold
in general, particularly on datasets with weaker cluster separation; the variability analysis in
Section 4.2 shows that the ARI ranges from 0.381 to 0.790 across runs, which confirms that this
single result should not be taken as representative.

4.2. Variability Across Random Seeds

Because both K-means initialization and Laplace noise injection are stochastic, the achieved ARI
varies across independent runs of the mechanism. To characterize this variability, the proposed
mechanism was run 30 times at € ~ 1.60 (the value selected for ARIiareet = 0.10) with different
random seeds and all other settings fixed. Table 3 reports the resulting ARI distribution.

Table 3: Distribution of achieved ARI across 30 independent runs at € ~ 1.60, ARl.rger = 0.10.
Mean Std. dev. Min Q1 Median  Max
0.629 0.108 0.381 0.576  0.647  0.790

The mean ARI of 0.629 across 30 runs comfortably exceeds the specified target of 0.10, which
confirms that the calibration reliably produces utility above the threshold despite stochastic
variation. The standard deviation of 0.108 indicates meaningful run-to-run variability: the ARI
ranges from 0.381 to 0.790, and the interquartile range spans [0.576, 0.647]. This variability has
two sources: K-means initialization, which can yield different cluster assignments and centroids
across runs, and the Laplace noise realization, which may displace centroids by very different
amounts. Practitioners who require a guaranteed minimum ARI in any given run should account
for this variability by a wider target threshold or a run-selection strategy — accepting, however,
that any data-dependent selection of which output to release has additional privacy implications
beyond those of a single run, as discussed in Section 3.2.

4.3. Sensitivity to the Target ARI Parameter

To examine how the target ARI parameter influences the selected privacy budget and the achieved
utility, the calibration procedure was applied to the same illustrative dataset configuration under
three different target values: ARliarget € {0.10,0.30,0.50}. A fixed random seed was used for
all three runs to isolate the effect of the target value from stochastic variation; the variability
analysis in Section 4.2 provides the broader distributional picture. Table 4 reports the selected
€* and the achieved ARI for each target.
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Table 4: Effect of the target ARI on the selected privacy budget and achieved clustering similarity.
Results are from a single run with a fixed random seed on the illustrative dataset of Section 4.

Target ARI  Selected €¢*  Achieved ARI

0.10 1.70 0.18
0.30 1.91 0.29
0.50 2.48 0.48

The results show that a higher target ARI requires a larger privacy budget: £* increases from
1.70 to 2.48 as the target rises from 0.10 to 0.50. This is consistent with the expected behavior
of the Utility(e) function: a stricter utility requirement can only be met by noise reduction,
which corresponds to a larger €. The achieved ARI tracks the target reasonably closely in each
case, with small discrepancies attributable to the finite resolution of the candidate grid and the
stochastic nature of both K-means and the Laplace perturbation. Specifically, the achieved ARI
exceeds the target for the lowest target value (because the ARI—¢ curve is steep there and the
selected e* overshoots) and falls marginally below the target for the higher values (a consequence
of grid granularity combined with a single stochastic evaluation per candidate).

The apparent monotonicity of €* in ARIarget is intuitive: smaller noise (larger ) preserves
more cluster structure, so a stricter utility target requires a larger budget. As noted in Section 3.2,
however, this monotonicity is an empirical tendency rather than a guarantee; in a single stochastic
run the estimated utility function may be non-monotone, and the grid search could select a
smaller ¢ for a larger target if a favorable noise realization occurred at that point. The results in
Table 4 should therefore not be interpreted as a universal relationship: they reflect one realization
on one dataset, and both £* values and the direction of the discrepancies will vary across datasets,
seeds, and grid configurations.

4.4. Limitations

The results should be interpreted in light of several limitations. The evaluation is based on
a single two-dimensional synthetic dataset with four well-separated clusters of similar size, a
setting that is favorable to the proposed approach. Strong cluster separation makes the ARI
relatively robust to centroid perturbation, while the low dimensionality limits distortion from
clipping and rounding. Consequently, the present results cannot establish performance on
higher-dimensional data, overlapping or imbalanced clusters, or datasets with more complex
discrete-variable structures. In addition, the baseline comparison is limited to a non-private
version and a coordinate-wise noise mechanism. Although the proposed method substantially
outperforms direct coordinate-wise perturbation at the same privacy budget, comparisons with
dedicated clustering-based differentially private synthesis methods, such as MC-GEN [5] and the
co-clustering approach of [6], remain necessary.

The reported utility metrics are also subject to stochastic variability and methodological
assumptions. Across 30 independent runs at € ~ 1.60, the ARI exhibited noticeable variation,
indicating that a single realization should not be regarded as fully representative. Furthermore,
the sensitivity A was defined as the maximum pairwise distance between K-means centroids, a
data-dependent quantity rather than a worst-case bound derived from the clustering procedure
itself. A rigorous analysis of centroid and cluster-assignment stability under single-record
perturbations remains an open problem. Finally, the effects of clipping and independent rounding
on high-dimensional or strongly correlated data were not investigated and may lead to greater
distortion than observed in the present study.

5. Conclusion

This paper proposed a geometry-based privacy-preserving synthetic data generation mechanism
that addresses two practical gaps in prior clustering-based DP synthesis: the absence of hard
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feature bound enforcement and the lack of a utility-driven budget selection strategy. The method
applies Laplace noise jointly to K-means cluster centroids and within-cluster radial distances,
enforces bounds via coordinate-wise centroid reflection and point clipping in standardized space,
and handles discrete features via randomized rounding as a cost-free post-processing step under
the post-processing property of differential privacy. On the illustrative two-dimensional example
the mechanism achieves mean ARI 0.629 4= 0.108 across 30 independent runs at ¢ =~ 1.60, well
above the target of 0.10, and substantially outperforms direct coordinate-wise noise addition at
the same budget (ARI 0.666 vs. 0.199). Several limitations bound the scope of these findings:
the sensitivity is a heuristic data-dependent approximation, the adaptive e-selection has not
been formally analyzed under standard DP accounting, and the evaluation is confined to a
single low-dimensional synthetic dataset without benchmarking against dedicated DP synthesis
methods such as MC-GEN or PrivSyn.

Several directions remain open. Evaluation on multiple public datasets with varying dimen-
sionality and cluster geometry, and benchmarking against dedicated DP synthesis methods, are
the most pressing empirical needs. On the theoretical side, derivation of a rigorous worst-case
K-means sensitivity bound, formal analysis of the adaptive budget-selection step via the propose-
test-release framework, and study of clipping and rounding behavior in high-dimensional or
strongly correlated settings are natural follow-ups.
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