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Abstract

This study revisits a Hill-type polyalphabetic cipher in which the 26 uppercase letters are
represented by points of the elliptic curve y2 = x3 + 9x + 1 over F29. We prove that the
selected curve group contains 26 elements and that B = (0, 1) has order 26; hence the group
is cyclic and isomorphic to Z26. Under the generator-coordinate map, the point-valued
matrix transformation is therefore conjugate to the classical Hill transformation over Z26.
This characterization yields explicit plaintext-based attacks. Under the stated fixed-key and
public-mapping assumptions, m chosen plaintext blocks recover an m×m key exactly. For
the reported 4 × 4 key, a known-plaintext attack also recovers the key from the first four
plaintext-ciphertext block pairs because the resulting plaintext matrix is invertible modulo
26. For the Indonesian Constitution benchmark, a reproducible experiment using 100 random
invertible keys for each block size m = 2, 3, 4, 5 shows that mean ciphertext entropy increases
from 4.5592 to 4.6769 bits per symbol and the index of coincidence approaches 1/26, while
chosen-plaintext key recovery remains 100%. Thus, flatter symbol frequencies do not remove
the linear weakness of the construction or provide elliptic-curve discrete-logarithm security.
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1. Introduction
Matrix-based cryptography remains a useful meeting point between linear algebra, modular arith-
metic, and cryptographic design. The classical Hill cipher introduced by Hill [1] encrypts blocks
by an invertible matrix over a residue ring. Its mathematical simplicity makes encryption and
decryption transparent, but the same linearity also creates a fundamental weakness: sufficiently
informative plaintext-ciphertext relations can be converted into linear equations for the key.
Recent studies therefore continue to modify the Hill framework through alternative key-generation
mechanisms, recursive matrices, larger alphabets, affine terms, substitution-permutation layers,
and other algebraic constructions [2–8].

Elliptic curves provide a different algebraic structure. In modern public-key cryptography,
their security role is normally associated with computational problems such as the elliptic-curve
discrete logarithm problem [9]. A number of recent encryption schemes combine Hill-type
matrix operations with elliptic-curve mechanisms for point encoding, key exchange, key-matrix
generation, or image encryption [10–13]. These combinations can produce large key spaces or
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favorable statistical properties, but the presence of elliptic-curve points alone does not guarantee
that the resulting transformation inherits standard ECC security. Lone et al. [10], Wen et al.
[14], and Saeed et al. [15], for example, demonstrate that apparently complex matrix-based or
hybrid constructions may still admit effective cryptanalysis when deterministic algebraic relations
remain exposed.

The distinction between statistical appearance and algebraic security is especially important for
deterministic ciphers. Histogram flattening, high symbol entropy, or low correlation can indicate
that obvious frequency patterns have been reduced, yet such metrics are not proofs of resistance
to known-plaintext or chosen-plaintext attacks. Contemporary cryptanalytic work increasingly
evaluates the structural relation between plaintext, ciphertext, and secret parameters rather than
relying only on output statistics [14–16]. Recent mathematical constructions using elliptic-curve
point-valued blocks likewise emphasize explicit group actions, invertibility, correctness, and
limitations of deterministic transformations [17].

Closely related studies by Tama and collaborators provide direct context for the present
analysis. Tama and Fahmi [18] constructed a classical cryptosystem by mapping 26 alphabetic
symbols to elliptic-curve points through the order structure of a Montgomery-form curve. Luk-
maini et al. [19] combined the Hill cipher with a permutation layer and evaluated encryption and
decryption computation time, while Tama and Mujahidin [20] applied a modified Hill approach
based on elliptic curves and matrices to medical images and assessed entropy together with
computational time. More recently, Tama and Mujahidin [21] studied grayscale image encryption
through sub-matrix multiplication over Z256 and recovered inverse key matrices by Gauss–Jordan
elimination. That work provides a modular matrix-cryptography precursor in which invertibility
and ciphertext distribution are central implementation concerns, whereas the present study
asks a different structural question: whether the algebraic form of the fixed transformation
permits exact key recovery despite apparently favorable output statistics. Taken together, these
studies motivate the present examination of whether an elliptic-curve representation or improved
statistical behavior changes the underlying algebraic exposure of a Hill-type transformation.

Target scheme, research gap, novelty, and contributions. The target of this cryptanalysis is
the specific deterministic point-valued Hill construction completely specified in this manuscript
by the curve in Eq. (1), the public alphabet-to-point bijection in Table 1, and the fixed-key point-
valued matrix action in Eq. (9). It is characterized by three features: (i) the curve E/F29 has 26
group elements; (ii) a fixed public bijection maps the 26 uppercase letters onto all elements of
E(F29); and (iii) a fixed secret matrix K ∈ GLm(Z26) acts on point blocks through elliptic-curve
scalar multiplication and point addition. The related constructions in Refs. [18–21] provide
methodological context but are not asserted to be the exact target of the present cryptanalysis.
No separately published cryptosystem is claimed as the exact target; rather, the construction is
fully specified here and the work is positioned as a structural security analysis of this deterministic
point-valued Hill transformation. The conclusions of this paper concern this concrete construction
and not elliptic-curve/Hill-type schemes in general.

The research gap is the absence of a structural cryptanalysis that connects this point-valued
transformation to its generator-coordinate representation and derives the corresponding key-
recovery conditions. The novelty is therefore not the standard observation that a classical Hill
cipher is linear. In the classical Hill setting, residue coordinates are available from the outset;
here, the nontrivial cryptanalytic step is to prove that the public point alphabet exhausts a
cyclic group of order 26, construct the resulting public generator-coordinate isomorphism, and
translate the point-valued encryption oracle back into explicit linear key-recovery equations on
actual letter blocks. We then instantiate those equations for both chosen-plaintext and known-
plaintext settings, including recovery of the concrete 4×4 key. Beyond the isomorphism itself, the
independent contribution is the derivation and proof of explicit recovery conditions, their concrete
instantiation in both attack models, and computational verification across multiple plaintext
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datasets. The scientific contributions are fourfold: (i) a proof that the selected curve group is
cyclic of order 26 with generator (0, 1); (ii) a correctness result and an algebraic-equivalence
theorem for the point-valued matrix action; (iii) explicit sufficient conditions for chosen-plaintext
and known-plaintext key recovery, together with a more general invertible-coordinate condition
for chosen plaintexts; and (iv) a reproducible 400-key computational verification evaluated on
three public plaintext datasets, separating descriptive ciphertext statistics from algebraic security.

2. Methods
The methods combine an explicit elliptic-curve group construction with algebraic attack conditions
and computational verification. We first specify the group operation and public symbol mapping,
then define the point-valued matrix action, attack models, and reproducible experiment.

2.1. Algebraic setting
Let

E : y2 ≡ x3 + 9x+ 1 (mod 29) (1)

be an elliptic curve over F29. Throughout the manuscript, Z26 denotes the residue ring Z/26Z,
and O denotes the identity point of the elliptic-curve group. Its discriminant is nonzero modulo
29 because 4(9)3 + 27(1)2 ̸≡ 0 (mod 29), so Eq. (1) defines a nonsingular elliptic curve. The set
E(F29) consists of the affine solutions of Eq. (1) together with the identity point O and forms an
abelian group under the usual elliptic-curve point addition.

2.2. Elliptic-curve group operation
For completeness, the group operation used throughout the construction is stated explicitly. Let

Ea,b : y2 ≡ x3 + ax+ b (mod p)

be a nonsingular elliptic curve over the prime field Fp. For distinct points P = (x1, y1) and
Q = (x2, y2) with P ̸= −Q, define

µ ≡ (y2 − y1)(x2 − x1)−1 (mod p). (2)

Using the slope defined in Eq. (2), P +Q = (x3, y3), where

x3 ≡ µ2 − x1 − x2 (mod p), (3)
y3 ≡ µ(x1 − x3)− y1 (mod p). (4)

For point doubling with Q = P and y1 ̸= 0, the slope is

µ ≡ (3x2
1 + a)(2y1)−1 (mod p), (5)

Using the doubling slope in Eq. (5), the coordinates are again obtained from Eq. (3) and Eq. (4).
The identity point O (the point at infinity) satisfies P + O = P , while −P = (x1,−y1) and
P + (−P ) = O. For an integer k, the notation [k]P denotes scalar multiplication by repeated
point addition [9].

For the specific curve in Eq. (1) and B = (0, 1), the doubling slope is

µ ≡ 9(2−1) ≡ 9(15) ≡ 19 (mod 29),

Thus
x2B ≡ 192 ≡ 13 (mod 29), y2B ≡ 19(0− 13)− 1 ≡ 13 (mod 29),

and hence 2B = (13, 13). This is exactly the point assigned to the letter J in Table 1, providing
a direct check of the group operation used by the implementation.
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2.3. Public symbol representation
The construction analyzed here uses a public bijection

φ : Σ −→ E(F29), Σ = {A,B, . . . , Z}, (6)

shown in Table 1. The point O is assigned to A, and (0, 1) is assigned to B. The table also
lists the generator coordinate λ(P ) relative to B = (0, 1), obtained after the group structure is
established in Subsection 3.1.

Table 1: Public alphabet-to-point mapping and generator coordinates

Letter λ Point Letter λ Point
A 0 O N 7 (16, 23)
B 1 (0, 1) O 12 (19, 10)
C 25 (0, 28) P 14 (19, 19)
D 22 (7, 1) Q 3 (22, 1)
E 4 (7, 28) R 23 (22, 28)
F 20 (8, 11) S 17 (24, 11)
G 6 (8, 18) T 9 (24, 18)
H 8 (9, 12) U 15 (26, 11)
I 18 (9, 17) V 11 (26, 18)
J 2 (13, 13) W 16 (27, 2)
K 24 (13, 16) X 10 (27, 27)
L 13 (14, 0) Y 5 (28, 7)
M 19 (16, 6) Z 21 (28, 22)

Σ φ−−→ E(F29) λ−−→ Z26

Σ φ−1
←−−−− E(F29) ψ←−− Z26

Fig. 1: Public symbol representation and generator-coordinate view. After Proposition 1, λ(P ) is the
unique coordinate satisfying P = [λ(P )]B, and ψ = λ−1.

The schematic in Fig. 1 anticipates the structural result proved in Subsection 3.1: the elliptic-
curve representation is public, and once B is identified as a generator, every point has a unique
coordinate in Z26. This coordinate view is the bridge between the point-valued implementation
and the algebraic cryptanalysis developed later.

2.4. Hill-type action on elliptic-curve point blocks
For a block size m, let

K = (kij) ∈ GLm(Z26), (7)

where GLm(Z26) denotes the invertible m×m matrices over Z26. The key-space requirement in
Eq. (7) is equivalently characterized by

gcd(detK, 26) = 1. (8)

A plaintext block P = (P1, . . . , Pm)T ∈ E(F29)m is transformed by

TK(P )i =
m∑︂
j=1

[kij ]Pj , i = 1, . . . ,m, (9)

where [k]P denotes elliptic-curve scalar multiplication and the summation uses the elliptic-curve
group law. A ciphertext point block is converted back to letters using φ−1.
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For the 4× 4 case, the following invertible key matrix is considered:

K4 =

⎛⎜⎜⎜⎝
3 3 1 13
1 2 17 15
23 14 12 0
10 14 24 5

⎞⎟⎟⎟⎠ (mod 26). (10)

For example, the plaintext block BAHW is mapped to points and transformed by Eq. (9), yielding
the ciphertext block VLUD. The inverse matrix returns VLUD to BAHW.

2.5. Attack models
Two standard plaintext-based attack models are considered.

Definition 1 (Known-plaintext setting). The adversary knows the public curve, the
fixed symbol-point mapping φ, the block size m, and plaintext blocks together with their
corresponding ciphertext blocks encrypted under the same fixed secret matrix K.

Definition 2 (Chosen-plaintext setting). The adversary knows the public parameters and
may submit plaintext blocks of its choice to an encryption oracle that uses the same fixed
secret matrix K, observing the corresponding ciphertext blocks. The goal is to recover K.

Throughout the remainder of the manuscript, CPA and KPA denote the chosen-plaintext
and known-plaintext attack models, respectively, while key recovery denotes the corresponding
recovery procedure under the stated algebraic conditions. These models are particularly relevant
to deterministic Hill-type transformations because repeated encryption under a fixed matrix
preserves exact algebraic relations. Modern cryptanalysis of Hill-derived systems frequently uses
related plaintext relations to expose equivalent keys or keystreams [14, 15].

Assumptions and scope of the attacks. The attacks derived in this study require a fixed
deterministic matrix key and the fixed public mapping in Eq. (6). The simple m-query chosen-
plaintext recovery in Theorem 2 uses the additional fact that the public alphabet contains
symbols representing both the identity point O and the generator B, so that the standard basis
vectors can be submitted directly to the encryption oracle. This is a sufficient condition for the
particularly simple basis-query attack, not a claim that such symbols are necessary for every
possible chosen-plaintext attack. As stated explicitly after Theorem 2, any m chosen plaintext
blocks whose generator-coordinate matrix is invertible also recover the key through K = Y X−1.
The known-plaintext recovery does not require oracle access, but it likewise requires m aligned
plaintext-ciphertext blocks whose plaintext coordinate matrix is invertible modulo 26; with more
known pairs, an attacker may search for an invertible m-block subset. The conclusions therefore
apply to the fixed deterministic construction under these stated algebraic conditions. They
do not automatically extend to constructions with randomized encryption, nonce-dependent
or secret symbol mappings, changing matrix keys, nonlinear layers, or other mechanisms that
destroy the fixed public linear relation used in the proofs.

2.6. Computational experiment and reproducibility
To test whether the descriptive ciphertext statistics are specific to one plaintext, the revised
experiment uses three public benchmark texts: (i) the Preamble of the 1945 Constitution of
Indonesia from JDIH Sekretariat Jenderal DPR RI [22]; (ii) the U.S. Declaration of Independence
transcription from the U.S. National Archives [23]; and (iii) the U.S. Bill of Rights transcription
from the U.S. National Archives [24]. After spaces, punctuation, and nonalphabetic characters
are removed and letters are converted to uppercase, the first 1211 symbols of each source are
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retained. This matches the cleaned length of the Indonesian benchmark and controls plaintext
length across datasets. The character X is used for deterministic padding when the length is not
divisible by m.

For each m ∈ {2, 3, 4, 5}, 100 matrices are generated by drawing entries independently and
uniformly from {0, . . . , 25} and rejecting matrices until Eq. (8) is satisfied. The same 100 matrices
at each block size are applied to all three plaintext datasets, so plaintext effects can be compared
without changing the sampled keys. The experiment therefore contains 400 distinct invertible keys
and 400× 3 = 1200 encryption-decryption evaluations. A fixed pseudorandom seed, 20260902, is
used. Each of the 400 keys is also tested once with the chosen-plaintext key-recovery procedure
derived in Subsection 3.2. Because attack success follows deterministically from Theorem 2 under
its assumptions, these recovery runs provide computational verification of the theorem rather
than independent empirical security evidence.

Three single-symbol statistics are calculated for each ciphertext. For symbol frequencies fi
and total length N , Shannon entropy is

H = −
26∑︂
i=1

pi log2 pi, pi = fi
N
, (11)

the Pearson statistic relative to a uniform frequency model is

χ2 =
26∑︂
i=1

(fi −N/26)2

N/26 , (12)

and the index of coincidence is
IC =

∑︁26
i=1 fi(fi − 1)
N(N − 1) . (13)

The statistics in Eq. (11), Eq. (12), and Eq. (13) are evaluated for every ciphertext in the
experiment. The maximum entropy for a 26-symbol alphabet is log2 26 ≈ 4.70044, while the
uniform-distribution reference for the index of coincidence is 1/26 ≈ 0.03846.

The experiment was run with Python 3.13.5 using a standalone script that implements the
curve group law, modular matrix inversion, encryption, decryption, random-key generation,
statistics, and key-recovery tests without external packages. The reproducibility materials
supplied with the manuscript are cross-referenced as follows: Supplementary File S1 contains
the standalone Python script; S2 contains all 1200 row-level encryption–decryption results; S3
contains the CPA key-recovery verification for all 400 sampled keys; S4 contains the per-dataset
and per-block-size summary statistics; and S5 contains the execution log. The row-level values
underlying Table 3 are provided in S2, while the 400/400 CPA verification reported in the Results
is documented in S3. The workflow is summarized in Algorithm 1.

3. Results and Discussion
This section presents the structural and computational results in a sequence that follows the
cryptanalytic argument. First, the group structure of the selected elliptic curve is established
and the point-valued transformation is related to its generator-coordinate representation over
Z26. The resulting linear relation is then used to derive chosen-plaintext and known-plaintext
key-recovery procedures. The theoretical findings are subsequently verified across three public
plaintext datasets, followed by a discussion of computational cost, security interpretation, and
the relation of the construction to recent matrix and elliptic-curve approaches. The overall
algebraic reduction and recovery mechanism are summarized in Fig. 2.

3.1. Group structure and algebraic equivalence
Direct enumeration of Eq. (1) gives 25 affine points. Including O, the group therefore has order
26. The public mapping in Table 1 uses every group element exactly once.
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Algorithm 1 Multi-text random-key evaluation and cryptanalysis workflow
Require: Cleaned textsM = {M1,M2,M3} of 1211 symbols, sizes {2, 3, 4, 5}, 100 keys per size,

seed 20260902
1: for m ∈ {2, 3, 4, 5} do
2: for r = 1 to 100 do
3: Sample K ∈ Zm×m

26 until gcd(detK, 26) = 1
4: Execute the chosen-plaintext recovery of Theorem 2 once for K
5: for each Md ∈M do
6: Encrypt Md using the point-valued action TK
7: Decrypt with K−1 and verify exact padded-plaintext recovery
8: Record H, χ2, IC, and decryption correctness
9: end for

10: end for
11: end for
12: return Row-level results, key-recovery verification, and summary statistics

Plaintext
symbols

Σm

Elliptic-curve
plaintext

P ∈ E(F29)m

Generator
coordinates

x = λm(P ) ∈ Zm
26

Linear action
y ≡ Kx (mod 26)

Elliptic-curve
ciphertext

C = ψm(y) ∈
E(F29)m

Ciphertext
symbols

Σm

φm
λm K ψm (φm)−1

From m aligned plaintext–ciphertext blocks, form
X = [x(1) · · · x(m)], Y = [y(1) · · · y(m)].

If X is invertible over Z26, then
Y ≡ KX (mod 26) =⇒ K ≡ Y X−1 (mod 26).

Chosen-plaintext attack (CPA).
Choose m plaintext blocks so that
the coordinate matrix X is invertible.
If the public alphabet contains O
and B, one may use the basis queries
giving X = Im.

Known-plaintext attack (KPA).
Use m aligned known plaintext–
ciphertext blocks whose coordi-
nate matrix X is invertible, then
recover K directly from K ≡ Y X−1

(mod 26).

Fig. 2: Schematic of the algebraic cryptanalysis framework. The public elliptic-curve representation is
converted to generator coordinates over Z26, where the point-valued transformation becomes the linear
relation y ≡ Kx (mod 26). From m aligned coordinate pairs, the key matrix is recovered as K ≡ Y X−1

(mod 26) whenever X is invertible, under either chosen-plaintext or known-plaintext conditions.

Proposition 1. The point B = (0, 1) has order 26 in E(F29). Consequently, E(F29) is
cyclic and

E(F29) ∼= Z26.

Proof. Since |E(F29)| = 26, Lagrange’s theorem gives ord(B) | 26. The possible orders are
1, 2, 13, and 26. Clearly B ≠ O. Because the y-coordinate of B is nonzero, B ≠ −B, so
2B ̸= O. Repeated point addition gives

13B = (14, 0) ̸= O.

Hence the order is neither 1, 2, nor 13, and therefore ord(B) = 26. □

Let
ψ : Z26 −→ E(F29), ψ(a) = [a]B, (14)
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which is a group isomorphism by Proposition 1. Its inverse

λ = ψ−1 : E(F29) −→ Z26 (15)

assigns to each curve point its generator coordinate. The mutually inverse maps in Eq. (14) and
Eq. (15) provide the coordinate conversion used throughout the cryptanalysis. The λ values
for the public alphabet mapping appear in Table 1. Because the group has only 26 elements,
this coordinate table is trivial to construct by repeated addition; no cryptographically hard
discrete-logarithm problem is present in this parameter choice.

Theorem 1 (Algebraic equivalence). Let K ∈ Zm×m
26 and let TK be the point-valued

transformation in Eq. (9). For any P = (P1, . . . , Pm)T ∈ E(F29)m,

λm(TK(P )) ≡ K λm(P ) (mod 26), (16)

where λm is applied componentwise. Equivalently,

TK = (ψm) ◦K ◦ (λm). (17)

Thus the point-valued cipher is conjugate, through a public coordinate relabeling, to the
classical Hill matrix action over Z26.

Proof. Write Pj = [xj ]B with xj = λ(Pj). For the ith output component,

TK(P )i =
m∑︂
j=1

[kij ]Pj =
m∑︂
j=1

[kijxj ]B =

⎡⎣ m∑︂
j=1

kijxj

⎤⎦B.
Applying λ gives λ(TK(P )i) ≡

∑︁
j kijxj (mod 26). Collecting the m components yields

Eq. (16), and Eq. (17) follows from ψ = λ−1. □

Corollary 1 (Correctness). If K ∈ GLm(Z26), then TK is bijective and

TK−1 ◦ TK = idE(F29)m .

Proof. By Theorem 1, applying TK corresponds in generator coordinates to multiplication
by K. Since K is invertible modulo 26, multiplication by K−1 returns every coordinate
vector to its original value. Mapping back through ψm proves the result. □

Theorem 1 changes the interpretation of the scheme. It is important to distinguish the
use of elliptic-curve arithmetic from elliptic-curve cryptographic security. The construction
genuinely performs point addition and scalar multiplication, but its security is not reduced to
solving an ECDLP in a large cryptographic subgroup. Here, the entire group contains only
26 elements, the generator-coordinate map is public, and its complete coordinate table can be
constructed exhaustively by repeated addition. Consequently, the elliptic-curve layer acts as a
public algebraic representation of the alphabet; after a 26-entry coordinate lookup, the encryption
relation is linear over Z26. Thus the construction does not inherit the computational hardness
normally associated with standard ECC merely because elliptic-curve operations appear in the
implementation. This distinction is consistent with recent work that separates elliptic-curve
point-valued algebraic actions from claims of modern semantic security [17].
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3.2. Chosen-plaintext key recovery
The public mapping has a particularly useful pair of symbols: φ(A) = O = [0]B and φ(B) =
B = [1]B. This allows standard basis vectors to be submitted directly as letter blocks.

Theorem 2 (Chosen-plaintext recovery). For an m×m fixed key matrix K in the construc-
tion above, an adversary with an encryption oracle recovers all entries of K using m chosen
plaintext blocks, provided the public mapping contains symbols for O and the generator B.

Proof. For j = 1, . . . ,m, choose the plaintext point block P (j) = (O, . . . , O,B,O, . . . , O)T

with B in position j. In generator coordinates, λm(P (j)) = ej , the jth standard basis vector.
By Eq. (16),

λm(TK(P (j))) = Kej ,

which is exactly the jth column of K. Hence one oracle query recovers one complete key
column, and m queries recover K. □

General chosen-plaintext condition. The basis-query construction above is the simplest special
case because its plaintext coordinate matrix is the identity. More generally, let m chosen plaintext
blocks form an invertible coordinate matrix X and let the corresponding ciphertext coordinate
matrix be Y . By Theorem 1, Y = KX, and therefore

K = Y X−1 (mod 26).
Thus, direct alphabet symbols for both O and B make the m-query attack immediate, but
they are not necessary if the adversary can choose another set of blocks whose public generator-
coordinate matrix is invertible. Conversely, if the available chosen blocks cannot produce an
invertible coordinate matrix, this particular linear-recovery argument does not by itself establish
key recovery.

Table 2 applies the theorem to the examined matrix in Eq. (10). The ciphertext letters are
first converted using the public λ table. The resulting vectors are precisely the four columns of
K4.

Table 2: Chosen-plaintext recovery of the examined 4× 4 key

Query Plaintext Ciphertext Generator-coordinate ciphertext
1 BAAA QBRX (3, 1, 23, 10)T

2 ABAA QJPP (3, 2, 14, 14)T

3 AABA BSOK (1, 17, 12, 24)T

4 AAAB LUAY (13, 15, 0, 5)T

Reading these four coordinate vectors as columns gives⎛⎜⎜⎜⎝
3 3 1 13
1 2 17 15
23 14 12 0
10 14 24 5

⎞⎟⎟⎟⎠ ,

which is exactly Eq. (10). The attack does not search the nominal key space and does not solve
an elliptic-curve discrete logarithm of cryptographic size. It uses four one-block queries and a
26-element public lookup table.

3.3. Known-plaintext key recovery from the test message
Chosen-plaintext access is not necessary when a sufficient set of known plaintext blocks is already
available.
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Theorem 3 (Known-plaintext recovery). Let P (1), . . . , P (m) ∈ E(F29)m be known plaintext
blocks and C(1), . . . , C(m) their ciphertext blocks under the same fixed key K. Form the
coordinate matrices

X =
[︁
λm(P (1)) · · · λm(P (m))

]︁
, Y =

[︁
λm(C(1)) · · · λm(C(m))

]︁
.

If X ∈ GLm(Z26), then
K ≡ Y X−1 (mod 26). (18)

Proof. By Theorem 1, each pair satisfies y(j) = Kx(j). Stacking the vectors as columns gives
Y = KX. If X is invertible modulo 26, right multiplication by X−1 yields Eq. (18). □

For the examined 4× 4 case, the first four plaintext blocks are BAHW, ASES, UNGG, and UHNY,
while the corresponding ciphertext blocks are VLUD, WMAQ, FLZG, and VSZL. Using Table 1 gives

X =

⎛⎜⎜⎜⎝
1 0 15 15
0 17 7 8
8 4 6 7
16 17 6 5

⎞⎟⎟⎟⎠ , Y =

⎛⎜⎜⎜⎝
11 16 20 11
13 19 13 17
15 0 21 21
22 3 6 13

⎞⎟⎟⎟⎠ . (19)

For the coordinate matrices in Eq. (19), the determinant of X satisfies

detX ≡ 19 (mod 26), gcd(19, 26) = 1,

so X is invertible. Its inverse is

X−1 ≡

⎛⎜⎜⎜⎝
23 19 20 13
6 6 25 5
14 25 7 7
14 24 9 6

⎞⎟⎟⎟⎠ (mod 26).

Substitution in Eq. (18) recovers K4 exactly. Therefore, for this 4× 4 example, four consecutive
plaintext-ciphertext blocks from the beginning of the test message are sufficient for key recovery
under the condition of Theorem 3.

This result is stronger than a generic statement that the Hill cipher is “vulnerable to
known plaintext.” It shows the actual coordinate matrices generated by the public mapping,
verifies invertibility over the composite ring Z26, and reconstructs the specific key used in the
implementation.

3.4. Computational verification across three plaintext datasets
The revised experiment evaluates the same 400 invertible keys on three plaintext datasets of
equal cleaned length (1211 symbols). The primary Indonesian benchmark retains the numerical
values reported in the original experiment, while the two additional public English texts test
whether the descriptive trend is peculiar to that single plaintext. Table 3 summarizes the results;
the complete row-level observations are provided in Supplementary File S2 and the corresponding
summary table is provided in Supplementary File S4.

The three plaintexts begin with different single-symbol distributions: their plaintext entropies
are 3.8382, 4.0931, and 4.0926 bits per symbol, respectively, and their plaintext IC values are
0.09202, 0.07057, and 0.07008. Despite these differences, the same qualitative pattern occurs for
all three datasets. Moving from m = 2 to m = 4 or m = 5 raises mean ciphertext entropy toward
the 26-symbol maximum log2 26 ≈ 4.70044 and moves mean IC toward the uniform reference
1/26 ≈ 0.03846. The precise numerical values depend on the plaintext, which is why the table
reports the datasets separately rather than pooling them into a single security statistic.
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Table 3: Ciphertext statistics over three plaintext datasets and 100 keys per matrix size

Dataset m Entropy (mean ± SD) χ2 (mean ± SD) IC (mean ± SD) Dec.
Indonesia 1945 2 4.5592± 0.0647 253.88± 129.68 0.04573± 0.00412 100%

3 4.6599± 0.0151 68.66± 26.02 0.03985± 0.00083 100%
4 4.6728± 0.0084 46.41± 14.07 0.03914± 0.00045 100%
5 4.6769± 0.0072 39.86± 12.49 0.03893± 0.00040 100%

U.S. Declaration 2 4.6153± 0.0494 149.24± 89.61 0.04241± 0.00285 100%
3 4.6715± 0.0127 48.65± 20.89 0.03921± 0.00066 100%
4 4.6811± 0.0070 32.28± 11.52 0.03869± 0.00037 100%
5 4.6837± 0.0047 28.14± 7.77 0.03856± 0.00025 100%

U.S. Bill of Rights 2 4.6134± 0.0476 147.89± 81.65 0.04236± 0.00259 100%
3 4.6714± 0.0138 48.68± 23.04 0.03921± 0.00073 100%
4 4.6830± 0.0041 29.09± 6.90 0.03859± 0.00022 100%
5 4.6830± 0.0052 29.33± 8.76 0.03860± 0.00028 100%

All 1200 encryption-decryption evaluations returned the padded plaintext exactly. Separately,
all 400 distinct sampled keys were recovered by the chosen-plaintext procedure of Theorem 2.
The latter is expected from the theorem and is reported as an implementation verification, not as
an estimate of attack probability. The multi-text results strengthen the more limited statistical
observation: favorable entropy, χ2, and IC values are seen for several plaintext distributions, yet
the algebraic key-recovery condition is unchanged because it depends on the fixed public linear
structure rather than on the plaintext frequency profile. Accordingly, these statistics describe
ciphertext appearance but do not establish resistance to known-plaintext or chosen-plaintext
cryptanalysis. Similar distinctions between favorable statistical tests and exploitable algebraic
relations have motivated recent cryptanalyses of modified Hill-based schemes [10, 14, 15].

3.5. Computational cost and security interpretation
For one point block of length m, Eq. (9) computes m output points, each as a combination of m
scalar multiples. Thus a direct implementation requires m2 scalar multiplications and at most
m(m− 1) point additions per block. For a message of L symbols, approximately L/m blocks
are processed, giving O(Lm log 26) group additions when double-and-add scalar multiplication
is counted explicitly, or O(Lm) for this fixed 26-element group. Decryption has the same per-
message cost after K−1 has been computed. Matrix inversion can be performed in polynomial
time; because 26 = 2 · 13, it may also be handled through the Chinese remainder decomposition
into computations modulo 2 and modulo 13.

Increasing m therefore increases diffusion across more symbols but also increases matrix-action
cost. More importantly, it does not change the number of chosen plaintext blocks needed for
exact key recovery: the attack cost grows only linearly with m in oracle queries. Within the
fixed deterministic construction studied here, no choice among m = 2, 3, 4, 5 changes the linear
relation established by Theorem 1. This statement is not intended to cover schemes that alter
the mapping, key, or encryption rule between blocks.

The role of the elliptic curve must consequently be stated precisely. The points and group
law provide an alternative realization of symbol blocks, but for the selected parameters the
group is cyclic of composite order 26 and its complete discrete-log table contains only 26 entries.
Standard ECC security instead requires carefully selected large subgroups and protocols whose
hardness is actually reduced to an ECDLP-type problem [9]. Recent hybrid schemes typically
use elliptic curves for key establishment or large-field/subgroup operations rather than merely
as a deterministic public symbol representation [12, 13]. The construction studied here should
therefore be understood as a mathematical Hill-type transformation over an elliptic-curve group,
not as an ECC-secure public-key cryptosystem.
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3.6. Relation to recent matrix and elliptic-curve constructions
The present result also clarifies its position relative to newer matrix-based designs. Recursive or
structured matrices can enlarge or organize the key-generation space [2–4, 7], while high-order
random-matrix generation can improve the practicality of obtaining invertible Hill keys [5]. In
related work over a composite modulus, Tama and Mujahidin [21] used sub-matrix multiplication
and Gauss–Jordan inversion in Z256 for grayscale image encryption. These mechanisms alter the
representation, block organization, or key-generation procedure, but they do not automatically
remove linear key-recovery relations if the final encryption equation remains a fixed linear
transformation.

Coggins [8] instead embeds multidimensional Hill mixing inside a substitution-permutation
network designed to introduce nonlinear and round-dependent behavior. Pandia et al. [25]
similarly motivate probabilistic or hybrid mechanisms to address the deterministic weaknesses
of classical matrix encryption. These directions illustrate what is missing from the fixed trans-
formation analyzed in this paper: randomness, nonce dependence, nonlinear layers, or a formal
modern security construction.

The point-valued formulation of Akinci and Uygun [17] is algebraically close in spirit because
scalar matrices act on elliptic-curve point blocks. Their formulation, however, deliberately
distinguishes a large elliptic-curve base field from a selected prime-order subgroup and analyzes
deterministic limitations. The present paper addresses a different and more specific question:
what occurs when an alphabet of 26 symbols exhausts a cyclic group of order 26 and a fixed
Hill matrix acts on those points. The resulting isomorphism to Z26 permits exact attacks on the
concrete mapping and key considered in this study.

4. Conclusion
This study analyzes a deterministic Hill-type cipher whose symbols are represented by all 26
elements of the elliptic-curve group defined by y2 = x3+9x+1 over F29. The main theoretical result
is that (0, 1) has order 26, so the group is cyclic and isomorphic to Z26. Under the corresponding
public generator-coordinate map, the elliptic-curve point transformation is conjugate to ordinary
Hill matrix multiplication modulo 26. The presence of elliptic-curve arithmetic therefore does
not, for this parameterization, create the large-group ECDLP hardness associated with standard
ECC.

Two concrete cryptanalytic consequences were established under explicit assumptions. First,
when the same fixed matrix key is reused and the public mapping exposes symbols for both the
identity and the generator, an m×m key can be recovered with m chosen plaintext blocks. Second,
in the known-plaintext setting, key recovery follows whenever m aligned plaintext-ciphertext
blocks produce an invertible plaintext coordinate matrix modulo 26; the examined 4× 4 case
satisfies this condition and its key is recovered from the first four block pairs.

The revised computational experiment applies the same 400 sampled keys to three public
plaintext datasets of equal cleaned length, yielding 1200 encryption-decryption evaluations, all
of which recover the padded plaintext exactly. Across all three datasets, larger tested block
sizes generally move entropy and index-of-coincidence values toward their uniform-distribution
references, although the exact values remain plaintext-dependent. The chosen-plaintext recovery
succeeds for all 400 keys as predicted by the theorem. Thus the computation serves both as
implementation verification and as a multi-text illustration that favorable ciphertext statistics
can coexist with exact algebraic key recovery; the statistics do not, by themselves, establish
resistance to structural cryptanalysis.

The conclusions are intentionally limited to the fixed deterministic construction analyzed
here. They should not be generalized automatically to elliptic-curve/Hill-type schemes that
employ randomized encryption, nonce-dependent or secret mappings, changing keys, nonlinear
layers, or other mechanisms that remove the exposed public linear relation. Future work on
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secure elliptic-curve/matrix constructions should evaluate such mechanisms under an explicit
modern security model rather than infer security from elliptic-curve arithmetic or histogram
uniformity alone.
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