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Abstract

Abstrak

This study aims to understand how blockchain technology can be used to
build a decentralized Islamic financial system. The method used in this
research is literature analysis, which is further validated by case studies. The
data analysis process was conducted using Systematic Literature Review
(SLR) methodology. The main data sources were scientific publications,
academic journals, books, and other reputable materials relevant to the
research problem. The results of this study show that Blockchain Technology
has the potential to reduce the dangers of corruption, money laundering, and
illicit activities in the Islamic financial system. Moreover, the use of
blockchain technology in decentralized finance ensures equitable access to
participation in the financial ecosystem, thereby promoting the inclusion of
minority populations. The challenges in implementing blockchain technology
within the context of Islamic banking are also highlighted in this study. The
contribution and implementation of this research are expected to offer
insights into the potential of blockchain technology in constructing a
decentralized Islamic financial system, guiding practitioners and academics
toward innovative and sustainable solutions in Islamic finance.

Keywords: Islamic Finance; Blockchain Technology; Decentralized;
Financial System; Innovation

Tujuan dari penelitian ini untuk memahami secara komprehensif
bagaimana teknologi blockchain dapat digunakan dalam membangun
sistem keuangan syariah yang terdesentralisasi. Metode yang digunakan
pada penelitian ini analisis literatur yang selanjutnya divalidasi dengan
studi kasus. Proses analisis data dilakukan dengan metodologi Systematic
Literature Review (SLR). Sumber data utama terdiri dari publikasi ilmiah,
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jurnal akademik, buku, dan bahan bereputasi lainnya yang relevan dengan
permasalahan penelitian. Hasil penelitian ini menjelaskan bahwa
Teknologi Blockchain berpotensi mengurangi bahaya korupsi, pencucian
uang, dan aktivitas terlarang dalam sistem keuangan Islam. Selain itu,
pemanfaatan teknologi blockchain dalam keuangan terdesentralisasi
memastikan akses yang adil bagi semua orang dan mendorong integrasi
populasi yang minoritas. Tantangan dalam penerapan teknologi blockchain
dalam konteks perbankan syariah juga disorot dalam penelitian ini.
Kontribusi dan implimentasi dari penelitian ini diharapkan dapat
memberikan pemahaman yang lebih baik tentang potensi teknologi
blockchain dalam membangun sistem keuangan syariah yang
terdesentralisasi. Penelitian ini dapat memberikan panduan bagi praktisi
dan akademisi dalam mengembangkan solusi keuangan syariah yang
inovatif dan berkelanjutan.

Kata kunci: Keuangan Syariah; Teknologi Blockchain; Desentralisasi;
Sistem Keuangan; Inovasi

INTRODUCTION

The Islamic finance industry has progressed over the past few years
(Batorshyna et al., 2021). According to the Indonesia Financial Services
Authority (2022), global Islamic finance assets were worth US$3.96 trillion in
2021, up from US$3.39 trillion in 2020, marking a 16.76% increase, in line with
the positive trend in previous years. It is projected to reach US$5.90 trillion by
2026, assuming continued openness of the global economy. The Islamic
finance sector recorded the most notable growth, with an increase of 33.7%,
whereas the Takaful sector saw an increase of 17.7% in the same year. In
particular, the Islamic banking sector, which accounts for around 70% of the
total Islamic finance assets, recorded a growth of 17% during the year. Positive
developments in new and emerging markets in Central Asia and North Africa,
such as Kazakhstan, Tajikistan, and Algeria, have driven this growth. It
expanded its market share with significant growth in countries such as
Tajikistan (84%), Burkina Faso (27%), and Ethiopia (26%). Digitalization
remains a key trend in Islamic banking. In 2021, Bank Negara Malaysia
approved two digital Islamic banks as part of this effort (Indonesia Financial
Services Authority, 2022). The Islamic insurance sector is also transforming
into a technology-based system (Mitrev, 2023).

However, the digitization of the world, while bringing innovation, has yet
to cope with the essential challenges confronted by Islamic finance (Nikoli¢,
2023). Therefore, blockchain technology must be considered as a viable
solution. Blockchain technology has attracted significant interest. A blockchain
is a decentralized system that employs a network to securely record and
authenticate transactions in a transparent and unchangeable manner
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(Gaikwad, 2020). It holds significant promise in establishing a decentralized
Islamic financial system within the realm of Islamic finance (Dahdal et al,
2022). Utilizing this technology enhances the efficiency, transparency, and
accountability of Islamic financial transactions (Chong 2021). Its decentralized
system can facilitate broader financial inclusion for people and communities
who have previously faced challenges in accessing financial services (Popescu,
2022). Blockchain, with its stable, transparent, and immutable decentralized
community, provides a high-quality capacity to build a decentralized Islamic
financial machine (Dahdal et al., 2022).

It is essential to compare decentralized finance (DeFi) and centralized
finance (CeFi), both of which utilize blockchain technology (Qin et al., 2021).
Although CeFi also utilizes blockchain, there are significant differences to
consider (Tariq et al., 2019). DeFi provides more open, transparent, and
unmediated entry, while CeFi entails conventional economic institutions as
intermediaries (Weingartner et al, 2023). While DeFi emphasizes
decentralization, CeFi ensures stability and clearer consumer safeguards, as it
operates under the regulation of financial bodies (Qin et al, 2021). DeFi’s
decentralization enables broader participation from people who desire for
1/3-party involvement (Hari 2023). DeFi brings about advancements, reduced
fees, for transactions, and wider accessibility for individuals who previously
faced obstacles in accessing financial services (Inzirillo & de Quenetain 2022).
By embracing DeFi, people can oversee their assets without depending on
their establishments (Schueffel, 2021).

Decentralized finance could offer advantages in tackling industry hurdles
(Chohan 2021). Key factors to consider when opting for DeFi encompass
adherence to Shariah principles fostering inclusion and enhancing efficiency
and transparency. DeF is decentralized in nature, and transparent processes
can guarantee that each transaction abides by Shariah tenets (Majumdar &
Gochhait, 2022). This helps decrease the chances of usury practices against
Islam (Kwon, 2023). DeFi allows fairer access to services for individuals who
struggle with traditional financial systems (Salami, 2021). Utilizing DeFi
enhances transaction efficiency and transparency, leading to cost savings and
boosting stakeholder trust in the financial sector (Jiang et al., 2023).

Several studies have been conducted on the application of blockchain
technology to Islamic finance. Antova and Tayachi (2020) highlight the
possibility of blockchain applications to enhance operational efficiency,
transparency, and security with Islamic Finance. These include greater access
and public engagement in Islamic finance. In addition, Alaeddin et al. (2021)
reviewed different blockchain applications and examined their consequences
and focal points in the Islamic account industry. Their research offers a more
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detailed overview of how blockchain technology may have the potential to
drive the development of the Islamic finance sector. Abdeen et al. (2019) offer
a wide range of blockchain-use cases across various areas of Islamic finance.
Moosavi et al. (2021) disclosed the promising future of blockchain technology
in terms of efficiency, transparency, and security in the Islamic finance
landscape, benefiting from wider accessibility to open participation in the
[slamic finance sector.

It is important to note that while previous studies have highlighted
blockchain's potential in Islamic finance, there are still research gaps to
explore further, particularly in understanding anomaly indicators in this area.
A separate study is needed to explore the priority research area of a
blockchain-based decentralized Islamic financial system, focusing on tackling
current implementation challenges and gaining deeper insights into scalability
and potential benefits within the Islamic financial system context. Additionally,
this study explores the social, legal, and regulatory factors that complement
studies on how the application of blockchain in Islamic Finance may involve
modifying strategies. A better proposition might pertain to the vast talent and
knowledge of Sharia and scholars who seem to be able to explain even the most
complex actions in terms of rights and obligations; however, they are also
added to the novatus litterarum blockchain technology. As a result, research
on social impact and legal and regulatory matters is critical for the successful
application of blockchain technology in the field of Islamic finance.

This study explains the use of blockchain technology in constructing a
decentralized Islamic economic gadget. The blockchain era, with its precise
traits including protection, transparency, and incapability, can offer solutions
to a number of challenges faced by Islamic finance enterprises. This paper
discusses the basic concepts of Islamic finance, the introduction of blockchain
technology, and its potential implementation in the Islamic finance industry,
and analyzes the benefits, challenges, and future development of blockchain-
based Islamic finance. This study aims to enhance the understanding of how
blockchain technology can build a decentralized Islamic financial system,
potentially addressing challenges and opening new avenues for growth in the
[slamic finance industry.

LITERATURE REVIEW
Basic Concepts of Islamic Finance

[slamic finance refers to banking principles rooted in Islam that aim to
regulate financial transactions in accordance with the Sharia law (Naim et al.,
2020; Monzur-E-Elahi & Alam, 2022). It adheres to the moral and ethical
standpoint of Islamic finance practices to regulate and harmonize economic
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aspects and social justice (Ayub et al., 2023). Transactions in Islamic finance
are expected to be transparent, disclosing prices, goods being traded, and all
other transaction terms (Bakar et al., 2022). Islamic transactions should shy
away from dubious gambling and speculations, and be upright against one and
all (Kanwal, 2022).

The first and main principle of Islamic finance is a ban on usury. Usury
refers to the interest or riba (Harahap & Risfandy, 2022). The prohibition
against gharar, excessive uncertainty, and vagueness in transactions
(Kuznetsova & Tenberga, 2022) is another main principle in Islamic finance
(Farikhin & Mulyasari, 2022). In addition, maysir is prohibited, which is a term
used for gambling or speculative practices (Simanjuntak et al., 2023). Lastly,
[slamic finance prohibits investment or business activities involving goods or
activities that are prohibited in Islam, such as business in alcohol, pork, or
unethical practices (Budiyanti et al.,, 2021). This reflects the basic principle
that demonstrates the demand for a compatible investment in an Islamic way
of life and the social liability that Islamic finance brings about as an Islamic
finance product (Osman & Elamin, 2023

Islamic finance provides a range of products that adhere to Sharia
principles (Faruq 2021). One is Mudarabah, which is a collaborative
agreement between investors (rab al maal) and managers (mudarib) (Naim et
al., 2020), where profit and risk sharing are determined through agreement
between the parties (Bakti et al.,, 2022). Another option is Musharakah, which
entails partnership or cooperation among parties for specific business
ventures or projects (Ishak et al., 2023). Both parties share profits and risks
(Ishak etal. 2023). Wakalah is a tool in which one party entrusts another party
to oversee its assets or business operations (Rachmawaty et al., 2019). The
individual granting trust is known as the principal, while the one managing it
is called the representative (Musjtari & Kencana 2020). Sukuk represents an
instrument that provides ownership or involvement in productive assets
(Naim et al., 2020). Sukuk is directed by Sharia principles, ensuring that the
income circulation generated from the efficient asset is Sharia-compliant
(Bakar et al., 2023). Islamic finance offers Shariah-compliant alternatives
through various products and contracts, enabling businesses to invest in a
manner that promotes fair and sustainable financial practices (Budiyanti et al.,
2021).

According to Dawood et al. (2022), the Islamic finance industry is facing
several obstacles. One of the most critical challenges is the limited
infrastructure (Muhammad & Lanaula, 2019), which is capable of adequately
supporting Islamic products and services (Hassan et al., 2022; Shinkafi et al.,
2020). Another challenge is the growth and enforcement of suitable
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regulations (Ibrahim 2019). Regulation and standards are important
undertakings in Islamic finance (Hassan et al., 2019). Clear and steady rules
and standards are needed to ensure that economic transactions and products
comply with the Shariah standards (Muryanto, 2022). Awareness and
education are crucial challenges in the Islamic finance industry, requiring a
broader understanding of its principles and benefits among industry
stakeholders and the public. Proper and systematic training in Islamic finance
is fundamental to improving expertise and broadening its use base (Alfarisi et
al.,, 2020).

Blockchain Technology
Blockchain is a decentralized and transparent technology used to record

and validate transactions (Iftekhar et al., 2021) using a distributed network of
interconnected computers. Every transaction is gathered and interconnected
in blocks to create a chain. Each block possesses a distinct digital signature and
contains unchangeable data (Liu et al, 2020). Therefore, blockchain
technology guarantees the protection and accuracy of data while eliminating
the requirement of a central governing body to verify transactions. The
utilization of blockchain technology in Islamic finance offers several
advantages (Dahdal et al. 2022). Blockchain technology has the potential to
enhance trust, transparency, and efficiency across multiple industries such as
finance, logistics, and the public sector. The fundamental principles of
blockchain include decentralized data structure, blockchain technology,
security, and cryptography (Zhai et al., 2019). All transactions are permanently
documented and can be accessed by all parties involved. This enhances
confidence and responsibility in the Islamic banking system. Furthermore, the
robust cryptographic capabilities of blockchain provide a superior level of
security for monitoring transactions, and data are safeguarded against
manipulation or illegal attacks. It also offers enhanced efficiency and reduced
costs. Blockchain technology has the potential to minimize the likelihood of
default. By utilizing smart contracts that are automatically performed based
on specified criteria, blockchain technology enables transactions to be
completed promptly and minimizes the likelihood of default or delayed
payments. Ultimately, the integration of blockchain technology into the Islamic
financial industry yields advantages in terms of enhanced transparency,
heightened security, improved efficiency, and diminished arrears’ risk. This
enhances confidence in the Islamic financial system, and has the capacity to
enhance service quality and operational efficiency.

The utilization of blockchain technology in Islamic finance holds
significant promise (Alaeddin et al., 2021). Compliance with Sharia rules is
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crucial in implementing blockchain technology in Islamic finance, ensuring
adherence to norms, such as the prohibition of usury, gharar, and maysir.

An effective blockchain system requires sufficient infrastructure and the
ability to process high transaction volumes efficiently. Optimal system
scalability is crucial for upholding performance and dependability in Islamic
banking. Compliance with Sharia rules is crucial in implementing blockchain
technology in Islamic finance, ensuring adherence to norms like the
prohibition of wusury, gharar, and maysir. Establishing unambiguous
regulations and robust compliance frameworks is crucial to ensure that the
integration of blockchain technology into Islamic banking adheres to the
stipulations and conditions of relevant legislation (Dahdal et al, 2022).
Considering these elements, the deployment of blockchain technology in
I[slamic finance can successfully realize its full potential and strengthen the
fundamental principles of Islamic finance.

Decentralized Finance and Blockchain

Decentralized finance refers to a financial system that operates without
centralization and does not depend on central authority or traditional
intermediaries (Zetzsche et al, 2020). Decentralized finance involves the
direct execution of transactions and administration of assets between parties
using decentralized computer networks. Blockchain has made several notable
contributions to decentralized finance: a) blockchain ensures high security
and maintains data integrity in decentralized financial transactions through
the use of cryptographic technology and network consensus (Bhattacharjee et
al., 2020); b) smart contracts, enabled by blockchain, automate transaction
execution based on predefined conditions, eliminating the need for
intermediaries or third parties (Yadav et al., 2022); and c) blockchain records
and makes every transaction permanently accessible to all parties involved,
ensuring transparency and auditability. Decentralized finance benefits from
increased transparency and improved auditability (Cao et al.,, 2019). This
reduces administrative costs and accelerates transactions by eliminating
conventional intermediaries (Wang et al., 2019).

DeFi utilizes blockchain technology to offer a wide range of financial
services, without the need for traditional financial institutions. DeFi
encompasses several services including loans, asset swaps, and staking. These
services are accessible to consumers through blockchain, which provides safe
and transparent infrastructure (Dos Santos et al, 2022). Blockchain
technology enables cross-border remittances to be conducted with reduced
costs and increased speed compared with traditional systems. This is achieved

EL DINAR Volume 12, No. 1, Tahun 2024 | 114



Iman Supriadi: Decentralized Islamic Finance: Harnessing Blockchain Technology

by facilitating direct transactions between interested parties, thus eliminating
the need for intermediary banking institutions.

Efficient management of large transaction volumes is an area in which
blockchain technology still requires improvement (Biswas et al,, 2019). To
handle the growing transaction volume, it is necessary to enhance the
infrastructure and supporting technologies of blockchain. Furthermore, the
issue of regulation must be addressed. Decentralized finance is currently in its
early stages and has not yet been fully regulated by a comprehensive
framework. To establish legal certainty and maintain compliance with
decentralized finance activities, it is imperative to have a uniform and
transparent regulatory framework. Security is another crucial factor that must
be considered when establishing decentralized finance. Despite the robust
security measures of blockchain, the persistent danger of cyberattacks and
data breaches necessitates proactive measures. Enhancing the security
architecture, deploying strong encryption methods, and adhering to best
practices are crucial for safeguarding decentralized banking systems.

METHOD

This study focused on a literature review conducted through a case
study. We employ a qualitative descriptive research methodology to gather
and examine pertinent literature and case studies (Williams et al., 2020) to
investigate how blockchain technology can be employed to construct a
decentralized Islamic financial system. A systematic literature review (SLR)
was conducted to identify gaps in the current research and provide insights for
advancing future studies. The findings of this study are expected to contribute
to recommendations for improvement and future development, including
further research paths, practical implementation, and enhanced utilization of
blockchain technology in the Islamic banking industry.

Data were collected through a methodological and comprehensive
review of the existing literature. The main sources of data included scientific
publications, academic journals, books, and other reputable materials relevant
to the research topic, totaling 80 references. The data search was performed
using electronic databases like Google Scholar, https://consensus.app,
https://www.perplexity.ai/, and https://elicit.org/. The utilized keywords
encompassed 'Islamic finance,' 'blockchain technology,’” ‘decentralized
finance,' and similar terms.

A systematic literature review (SLR) methodology was used for data
analysis. These stages involved identification, screening, evaluation, synthesis,
and interpretation. Identification entails careful selection and identification of
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data sources that are pertinent to the research topic. Screening refers to the
process of evaluating and selecting data based on specific criteria for inclusion
or exclusion. The evaluation involves assessing the quality and usefulness of
each chosen data source. Synthesis is the process of amalgamating information
from multiple sources to generate comprehensive insight. Interpretation
refers to the process of analyzing findings and drawing conclusions based on
the analysis conducted. To ensure the accuracy and reliability of the research,
measures such as data triangulation and peer review were implemented to
guarantee the precision of the results and suitability of the research approach
according to relevant academic criteria.

RESULTS AND DISCUSSION
Blockchain-based Islamic Financial System Design

This section examines the development of a blockchain-based Islamic
financial system by analyzing key elements, such as system architecture and
components, system security and dependability, and the implementation of
smart contracts in Islamic finance.

System Architecture and Components

The concept of a blockchain-based Islamic financial system is a
captivating idea in contemporary financial business. Blockchain is an emerging
technology that facilitates data generation and transfer in a decentralized,
transparent, and highly secure manner. The application of this technology in
I[slamic finance involves adherence to the Sharia principles that regulate
financial transactions. The primary distinction between traditional and
blockchain-based Islamic financial systems is the rules that govern their
operations. Islamic financial systems prioritize the principles of equity,
durability, and responsibility, whereas conventional systems prioritize profit
maximization. Islamic finance can utilize many blockchain architectures,
including public, private, and consortium structures (Antova and Tayachi,
2020). Every architectural style possesses both benefits and drawbacks, which
must be carefully evaluated throughout its implementation.

The fundamental elements of a blockchain-based Islamic financial
system encompass the blockchain network and its nodes, digital identification,
and utilization of tokens. The blockchain network serves as the foundation for
the infrastructure that sustains Islamic financial transactions. Simultaneously,
digital identity and membership encompass the process of confirming and
authenticating individuals within a system (Aydar & Ayvaz, 2019). Utilizing
tokens in a blockchain-based Islamic financial system offers convenience and
transparency in upholding Sharia standards for all transactions.
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System Security and Reliability

Blockchain network security and preservation of financial transaction
data are crucial for ensuring the security of digital assets and maintaining data
integrity (Song & Chen, 2021). An Islamic financial system that utilizes
blockchain technology must also recognize and tackle the security risks
associated with the Sharia principles, which must adhere to establish
confidence and gain public approval of this technology. The consensus
mechanism of blockchain technology ensures the dependability of
transactions by requiring a distributed network to verify and approve each
transaction (Li et al. 2019). The incorporation of fault tolerance and
redundancy into blockchain-based Islamic financial systems effectively
mitigates any issues that may arise during financial transactions.

Ensuring the ability of a system to handle increasing workloads and
maintain efficient operations is crucial for processing Islamic financial
transactions (Dahdal et al., 2022). The system must efficiently handle large
transaction volumes without undermining existing Sharia principles.
Appropriate infrastructure and technological investment are required. To
construct a robust and trustworthy blockchain-driven Islamic financial
system, it is imperative to examine and execute suitable methods to uphold the
security, dependability, and efficiency required to handle intricate Islamic
financial transactions.

Smart Contracts in the Context of Islamic Finance

Smart Contracts are computer programs that automatically execute
agreements based on preset rules and conditions (Krytsula, 2022). Smart
contracts can effectively apply Islamic finance principles with transparent and
secure blockchain technology, as highlighted by Antova and Tayachi (2020).
The benefits of smart contracts in Islamic finance derive from the elimination
of intermediaries and the related expenses of traditional intermediation,
resulting in reduced complexity and the possibility of usury (Hilal et al., 2019).
This potential encompasses enhanced operational efficiency, improved
accessibility to financial services, and heightened awareness and adherence to
Islamic financial principles. Smart contracts can be utilized across multiple
domains in Islamic finance. It facilitates automated financing, streamlines
administrative processes, and enhances transparency. It can be employed in
the Islamic insurance sector to streamline the process of making claims and
payments in accordance with Sharia requirements for insurance and Takaful
contracts. Furthermore, it automatically implements investment and
microfinance agreements, thereby facilitating the provision of equitable and
accessible financial services to the underserved areas.
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The utilization of smart contracts in Islamic finance presents a promising
opportunity to enhance its principles of Islamic finance by leveraging cutting-
edge blockchain technology (Alaeddin et al., 2021). Through the use of smart
contracts, Islamic finance can enhance its efficiency (Antova & Tayachi, 2020),
transparency, and inclusivity, thereby facilitating individuals' access to
financial services that adhere to the principles of Islamic finance. By
integrating the concepts of Islamic finance with blockchain technology, it is
possible to develop a contemporary Islamic financial system that aligns with
[slamic ideas.

At least three Islamic financial products and instruments can utilize the
blockchain system through smart contracts: sukuk, takaful, and Islamic social
funds. The successful growth of sukuk depends on the standardization of
Sharia interpretation and clear legal documentation. Smart contracts
accelerate the sukuk issuance process, which is complex and time consuming
(Figure 1). The blockchain system in innovative sukuk eliminates
intermediaries, simplifies the documentation process, and strengthens the
trust between issuers and investors through increased transparency (Hamza,
2020). Innovative sukuk runs on the Ethereum blockchain system,
implementing automated contracts for payments and ownership transfers,
which is expected to reduce costs by 50-70%. With instant transaction clearing
and settlement speed, sukuk trades can be performed within 30 instead of five
days. The main benefits of blockchain are increased efficiency and
transparency. Blockchain systems play an essential role in accelerating
customer data verification and claim settlement, which in turn helps Takaful
companies improve their operational efficiency (Abdeen et al., 2019). With
blockchain technology, processes related to customer data and claims can be
carried out more quickly and efficiently, thereby avoiding delays and reducing
unnecessary bureaucracy.

1
i Investment Platform |

S — |

Custodian
Smart Investor:
1. Issuing Sukuk 2. Sukuk
Institution/lssue | 4———————» Contract <« | aCompany
3. Getting Fund ) 4. Payment b. RetalIAccredlt_ed
Mechanism & Non-Accredited

Figure 1. Smart contract system in Sukuk
Source: www.asad-institute.co.id
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The Takaful blockchain system connects customers, Takaful companies,
and related partners, such as healthcare providers. Prospective customers
register through existing smart contracts (see Figure 2). The Takaful company
collects prospective customer data, including medical records from healthcare
providers. After underwriting, the system approves customer registration. The
customer pays the premium through the blockchain and earns revenue from
the wakalah fee. The company invests in collected funds to generate profits.
Profits in general takaful are used to pay claims, whereas, in family takaful,
investment profits are given directly to customers. Takaful operators may
receive performance fees as an incentive. Claim payments can be made directly
through blockchain.

The implementation of blockchain in social fund management aims to
create a single data source that stakeholders can use as reference. Smart
contracts make it easier for contributors such as Muzaki and Wakif to access
and monitor the distribution of social funds. Public trust in Amil and Nazir has
also increased. An obstacle to the management of Zakat and Waqf is the need
for more transparency and accountability in financial reports. Philanthropic
organizations that collect money from the public must have high
accountability (Figure 3). Zakat and waqf institutions can reduce monitoring
audit costs by using a simple monitoring system. Blockchain increases
transparency by allowing donors to track their donations using a blockchain
tracking system and to receive notifications when donations reach their
intended recipients (Dubey et al., 2020). Blockchain increases value and
accelerates the receipt of zakat and waqf funds.

Insurance Blockchain
(Smart contract)

Company

| ? -« ‘ 2. Customer Data ‘— -+ ‘ 1. Insurance ‘—

‘ Personal Information

“ ‘ 5. Funds ‘_ ‘ Wakalah Contract ‘

— ‘ 3. Approved ‘_"

—‘ 7. Profit ‘—r ‘ Claims ‘

sjuedinueg

1—‘ 4., Payment ‘_

14014 "29
spund 'qg

Retakaful ‘
4—‘ 8. Wakalah Fee ‘— ‘

Underwriting ‘ _
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Figure 1. Smart contract system in Sukuk
Source: www.asad-institute.co.id
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Challenges and Barriers to Implementation

Overcoming obstacles is necessary when implementing a blockchain-
powered Islamic banking system (Elasrag, 2019). First, it requires sufficient
technical infrastructure encompassing a dependable blockchain network,
rapid transaction velocity, and certain system security. Thus, it is imperative
to establish a robust technological framework and embrace blockchain
technology that adheres to Islamic finance tenets. To address this issue, it is
necessary to implement comprehensive educational and socialization
initiatives regarding Islamic finance, as well as the advantages of incorporating
blockchain technology in the field.

Enhancing comprehension and consciousness requires cooperation
among scholars, professionals, and regulators. Current regulations pose a
significant challenge for the complete deployment of blockchain-based Islamic
financial systems. Regulators, legal experts, and Islamic finance practitioners
must collaborate to create regulations suitable for implementing blockchain
technology in Islamic finance (Alaeddin et al., 2021).

Trust and security also pose significant issues. To establish confidence in
the implementation of blockchain-based Islamic financial systems, it is
essential to have strong security measures, efficient auditing systems, and a
commitment to adhere to Islamic financial principles in a fair and transparent
manner (Chong, 2021). The adoption of a blockchain-powered Islamic
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financial system can enhance adherence to the principles of equitable Islamic
finance as well as efficiency and transparency.

Case Study: Blockchain Implementation Project in Islamic Finance

This section presents a case study demonstrating the application of
blockchain technology in Islamic banking. The case study focuses on "Al Hilal
Bank: Transforming Sukuk Transactions with Blockchain.” This case study
demonstrates the potential of blockchain technology in enhancing efficiency
and transparency in the field of Islamic finance. Al Hilal Bank, a government-
owned financial institution in the United Arab Emirates, achieved a significant
milestone by becoming the world's first Islamic bank to use blockchain
technology for Sukuk transactions. It utilized a digital ledger of transactions
known as blockchain to sell and reimburse a piece of its $0.5 billion sukuk,
which was issued two months earlier, in a secondary market transaction.
Sukuk is set to mature in September 2023. Alex Coelho, the CEO of Al Hilal
Bank, states that incorporating blockchain technology into the Sukuk offering
will improve transaction security and guarantee adherence to Sharia law. In
addition, the utilization of smart contracts in Sukuk offers several advantages
including enhanced transaction security, significant adherence to Sharia
principles, and the emergence of new prospects. Introducing groundbreaking
sukuk will enhance transaction efficiency and decrease administrative
expenses associated with the issuance and settlement processes.

For this case study, an Islamic bank collaborated with a blockchain
technology company to create a platform that streamlined the Murabaha
transaction process, making it more efficient and transparent. Using
blockchain technology, each participant in a Murabaha transaction is equipped
with a unique digital identity to ensure authenticity. The platform integrates
measures for verifying transaction legitimacy, supported by automated smart
contracts that execute transaction terms autonomously, thereby reducing
human intervention. All Murabaha transactions are securely recorded on a
distributed blockchain network, facilitating seamless monitoring and
validation by stakeholders, such as customers, banks, and regulatory bodies.
The platform provides robust auditing and tracking capabilities for every
Murabaha transaction, thereby promoting transparency. Authorized parties
can access and verify transaction details in the blockchain, thereby enhancing
accountability and trust. By adopting blockchain technology, Al Hilal Bank has
effectively enhanced the efficiency of the Murabaha transaction process,
minimized administrative expenses, and reinforced transparency in Islamic
financing.
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Comparative Analysis with Conventional Financial System

This section examines the disparities between blockchain-based
financial systems in Islamic finance and traditional financial systems. This
research aims to enhance the comprehension of the benefits and advantages
of blockchain technology within the framework of Islamic banking with some
criteria:

Transparency and Auditability

Traditional financial systems frequently suffer from a lack of openness.
Accessing information and transaction details can be challenging for
interested parties because of their complexity. Audit procedures can also be
intricate and laborious. Every transaction recorded on the blockchain is
indefinitely accessible to all authorized parties. This facilitates more efficient
audits, openness, and enhanced confidence among the parties concerned
(Dahdal et al., 2022).

Data Security and Integrity

Traditional banking systems are susceptible to security vulnerabilities
and data tampering problems. Unscrupulous individuals can swiftly modify or
tamper with data, leading to financial losses and skepticism. A blockchain-
based financial system ensures robust security by cryptographically recording
and linking every transaction in an wunchangeable blockchain. Data
manipulation becomes increasingly intricate as alterations to one block have a
ripple effect on the entire chain.

Efficiency and Cost

Traditional financial systems, involving middlemen and lengthy
processes, often lead to increased operational costs and slower transaction
processing. A blockchain-based financial system has the potential to enhance
the efficiency of the financial sector. Transactions can be executed directly
between the parties involved, thereby removing superfluous middlemen. This
results in a decrease in operational expenses and accelerates transaction
processes (Azimov, 2021).

Individual Empowerment

Traditional financial systems often grant significant power to financial
institutions and central authorities. People often rely on these organizations
and their authority. Blockchain-based financial systems provide individuals
with enhanced autonomy over assets and transactions. Users can immediately
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retrieve their data and assets, thereby decreasing their reliance on institutions
and authorities (Abojeib & Habib, 2021).

Development Potential and Future of DeFi in Blockchain-Based Islamic
Finance

The integration of blockchain technology in the Islamic finance sector is
anticipated to revolutionize operations, offering significant potential for
advancement and future prospects. The integration of blockchain technology
in Islamic banking is anticipated to bring about favorable improvements in
terms of accessibility, security, efficiency, and adherence to Sharia standards.
This, in turn, propels the Islamic finance sector towards more innovation and
inclusivity.

Improved Accessibility and Speed

Blockchain technology can enhance the availability of Islamic financial
services to a wider range of people (Rabbani et al.,, 2020). By implementing
this technology, users can conveniently avail themselves of Islamic financial
services without being limited by geographical boundaries or administrative
obstacles. Furthermore, blockchain transactions may be executed with greater
speed and efficiency, thereby decreasing the processing time required for
financial transactions.

High Security and Trust.

The blockchain technology in Islamic banking provides robust security
and a high level of trust (Kamdzhalov, 2020). This system employs robust
cryptographic techniques to safeguard data and transactions, thereby
mitigating the potential for tampering and unauthorized data disclosure.
Security and trust are crucial in Islamic finance to guarantee adherence to
Shariah standards and to maintain integrity in transaction execution.

Removal of Intermediaries

Integrating blockchain technology into Islamic banking has the potential
to remove superfluous intermediaries from the financial process (Antova &
Tayachi, 2020). Smart contracts enable direct transactions between parties,
thereby reducing expenses and reliance on conventional financial institutions.
This enhances financial inclusion, particularly for individuals who lack access
to traditional financial institutions.
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Traceability and Accountability.

Blockchain technology facilitates transparent and unchangeable
transactions (Khurshid 2020). It allows for tracking the source and path of an
asset or fund in Islamic finance. The availability of publicly verified transaction
records simplifies monitoring and auditing processes. Additionally, it helps
ensure adherence to Sharia principles during financial transactions.

DeFi offers several benefits in Islamic finance, such as increased
transparency in transactions, reduced reliance on conventional financial
institutions through decentralization, and improved operational efficiency
through automated transaction procedures. To effectively incorporate DeFi
into Islamic banking, it is essential to merge Sharia principles with the
blockchain technology. This entails the creation of smart agreements that
adhere to Islamic law, guaranteeing openness in all transactions, and
maintaining a system that upholds Islamic financial principles, such as the
prohibition of usury and speculative trades. Nevertheless, several
vulnerabilities must be resolved, including the legal ambiguity surrounding
DeFi regulation in Islamic banking and the security threats posed by cyber-
attacks and technological flaws in DeFi systems. To overcome these
shortcomings, it is necessary to implement risk-reduction methods. These
encompass the establishment of explicit laws that adhere to Islamic financial
principles, frequent security audits, the adoption of strong security measures,
and the provision of education and training to DeFi users about effective cyber
security procedures. By thoroughly understanding the benefits and challenges
of DeFi in Islamic finance and implementing appropriate risk-mitigation
measures, the use of blockchain technology to build a decentralized Islamic
financial system is expected to maximize benefits while managing risk
effectively.

CONCLUSION

The adoption of blockchain technology in Islamic finance carries
substantial ramifications amid the disruption of the Islamic market in the era
of digital technology. Blockchain technology has the potential to mitigate risks,
such as corruption, money laundering, and illicit activities within the Islamic
financial system by ensuring transparent and irreversible transaction records,
thereby reducing the potential for data manipulation and enhancing the
integrity of Islamic banking. Furthermore, it ensures equitable access for
everyone to participate in the financial ecosystem, thereby promoting
integration of previously excluded populations. This system also upholds the
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ideals of Islamic finance that advocate fairness. It enhances the level of
openness and accountability in Islamic financial transactions, facilitating more
efficient supervision and simplifying auditing processes. By maintaining
immutable transaction records, adherence to Sharia norms is strengthened,
bolstering confidence in the Islamic financial ecosystem.

However, there are challenges in implementing blockchain technology in
the context of Islamic banking. Regulatory ambiguity is a potential obstacle in
the broad implementation of blockchain technology in the Islamic financial
sector. Furthermore, security threats, such as cyber-attacks and technological
weaknesses in blockchain systems, are an additional set of obstacles. Hence,
regulators, financial institutions, and other relevant parties must collaborate
closely, establish suitable legislation, and enhance blockchain network
security. Collaboration among the Islamic banking sector, academia, and the
blockchain community is crucial for conducting research, creating, and
experimenting with creative ideas in blockchain-based Islamic finance.
Furthermore, it is crucial to enhance awareness of the capabilities, benefits,
challenges, and risks of blockchain technology in Islamic finance through
educational initiatives and training programs for professionals, scholars, and
the public. We recommend these topics for further investigation into the
adoption of blockchain technology in Islamic finance.
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