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Abstract: This study explores the underlying ideology in the hacktivism discourse of al-
hakirz al-muslimiin (MH), a group of Muslim hackers. The objective was to uncover the
discursive strategies used by MH in its cyber threats, focusing on how they construct
their identity and position themselves in opposition to perceived threats. A critical
qualitative design was employed to analyze three videos from the Hacker News YouTube
channel, using the ideological square framework as the theoretical lens for data analysis.
The results of macroanalysis show that MH used the basic strategy of emphasizing
positive 'us' on 11 data (14.67%), emphasizing negative 'them' on 31 data (41.33%), and
de-emphasizing positive 'them' on 33 data (44.00%). In the microanalysis dimension,
the rhetorical discursive strategies found include actor description amounting to 23 data
(31.08%), consensus with a total of 2 data (2.70%), evidentiality reaching 5 data
(5.41%), example/illustration with a total of 7 data (9.46%), values expression reaching
14 data (18.92%), number game with a total of 4 data (5.41%), and victimization-
criminalization amounting to 20 data (27.03%). The ideological analysis indicated that
MH’s discourse is characterized by anti-imperialism, reflecting their defense of
oppressed populations and the use of hacking as a form of retribution. Additionally, anti-
extremism was evident in the group’s critique of actions perceived as insults to Islam,
often tied to extremist ideologies. This study contributes to the understanding of
hacktivism as a form of digital activism, emphasizing its role in shaping political
discourse and public opinion through cyber threats. It provides insights into the
ideological motivations behind hacktivism, showing how groups like MH use digital
platforms to challenge global political structures. The implications of this study are
significant for future research into hacktivism, particularly in exploring the broader
impact of such discourse on global politics, the ethical dimensions of cyber activism, and
the potential of multimodal discourse analysis to examine the interplay of textual, visual,
and audiovisual elements in discourse interpretation. By applying multimodal discourse
analysis, future researchers could explore how audio, visual, and color codes contribute
to shaping meaning in hacktivist narratives. This study highlights the complexity of
hacktivism and its potential to reshape political narratives and activism in the modern
world.
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INTRODUCTION

Hacktivism has emerged as a form of
modern digital activism, providing political
intervention to specific parties as a
consequence of the digital world’s extensive
development (Delmas, 2018; George & Leidner,
2019; Richards & Wood, 2018). In the Arab
cyber landscape, this phenomenon appears
through the group of hackers oLl ;su al-

hakirz  al-muslimun  'Muslim  hackers'
(hereinafter referred to as MH), which issued
threats to compromise public facilities in
Israel, Sweden, and Australia during early to
middle of 2023 (Reflinaldi et al., 2023, 2024).
The hacking threat issued by MH,
communicated publicly via a YouTube channel,
was driven by perceived insults to sacred
Islamic symbols and the physical oppression of
Muslims in various nations (News, 2023a,
2023c, 2023b). MH addressed the incidents
involving the burning of the Qur'an in Sweden,
the assault on worshippers at the Al-Agsa
Mosque, and the disrespectful use of Allah's
name during a fashion show in Australia. MH
articulated their opposition to anti-Islamic
actions, extremism, and terrorism within their
hacking discourse (Reflinaldi et al, 2023,
2024).

In the landscape of discourse and media
studies, MH's stance against anti-Islamic
actions, extremism, and terrorism can be
understood through the lens of social media's
role as a tool for movement. Several previous
studies have  highlighted the same
phenomenon, including Elamin (2024);
Maghfiroh and Rohma (2021); and Poole et al.
(2023). These researchers demonstrated the
effectiveness  of  strategic  pro-Islamic
narratives from various non-state actors
communicated through multiple social media
platforms in reducing Islamophobic issues.
Alongside non-state actors, Ansusa Putra
(2023) and Ismail (2023) highlighted Qatar as
a nation that successfully promoted peaceful
Islam through diverse discourses during the
2022 FIFA World Cup. Additional researchers
have detailed initiatives aimed at addressing
anti-Islamic narratives through diverse social
media content, including Islamic education and
comedy (Mansoor et al., 2021; Mashwani et al,,
2022; Umar et al., 2021).

The studies conducted by Bélanger et al.
(2020) as well as Alvarez-Benjumea and

Winter (2020) also identified various
constructive actions for countering extremism
and terrorism on social media. Bélanger et al.
(2020) demonstrated that counter-narratives
on social media, while not significantly
impactful, were effective in diminishing
support for ISIS. To attain the objectives of the
movement, it is essential to effectively package
counter-extremism and counter-terrorism
narratives on social media. Research
conducted by Ganesh and Bright (2020) as well
as Khan and Pratt (2022) outlined strategic
communication  patterns and  content
moderation as narrative options available to
media users. Borelli (2023) indicated that
counter-narratives on social media, as a form of
cyber warfare, are significantly influenced by
corporate entities. Borelli (2023) also
concluded that social media platforms,
including Facebook, YouTube, and Twitter,
have effectively functioned as strategic actors
in mediating these movements.

In addition to narratives and
constructive actions, resistance to anti-Islam,
extremism, and terrorism on social media is
also found in the form of protests and
demonstrations. The pattern that defines
traditional digital activism initiates action
through the dissemination of narratives across
multiple media platforms, subsequently
leading to mass mobilization in physical spaces
(Abbas et al., 2022; Dumitrica & Felt, 2020;
Kazkaz & Bosch, 2023). Media users employ
various strategies to disseminate narratives,
one of which involves embedding hashtags to
stimulate discussion on the conveyed protest
narratives (Abushbak & Majeed, 2020;
Maryoga & El Fasha, 2022). The narrative
escalation through this strategy is achieved by
exchanging provocative and aggressive
comments to elicit emotions and anger (Faisol
& Rahmat, 2021a, 2021b). These efforts
succeeded in mobilizing large-scale
participants and facilitating demonstrations in
multiple locations (Kabir, 2021; Tabib, 2022;
Tudor & Ladjouzi, 2020).

In contrast to the aforementioned
patterns of constructivism, protest, and
demonstration, hacktivism executed by MH
represents a distinct form. MH fails to
construct narratives and implement
constructive actions, nor does it effectively
communicate protests or mobilize the masses.
MH engages in novel activism against the
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prevailing global governance and order
(Alexopoulou & Pavli, 2021; Sharevski &
Kessell, 2023). Researches indicate that
hacktivism conducted by MH may be driven by
discontent with conventional movements,
opposition to structural moral violations, the
pursuit of financial gain, and responses to war
aggression (Alexopoulou & Pavli, 2021;
Romagna & Leukfeldt, 2023; Shires, 2019;
Svyrydenko & Mozgin, 2022). Hacktivism
typically aims to disrupt public services and
reveal sensitive information. This strategy is
deemed ineffective as negotiation and
constructive measures frequently fail and are
subject to manipulation by authoritative tools
(Bélanger et al,, 2020; Ellefsen & Jamte, 2023).
The distinction between discourse
structure and forms of activism serves as the
foundational argument for addressing why the
hacktivism discourse presented by MH is both
intriguing and complex as a subject of analysis.
The subsequent argument addresses the issue
of ideology that remains unexamined in the
aforementioned studies. Discourses resisting
anti-Islam, counter-extremism, and counter-
terrorism represent verbal aggressions that
encompass threats and foster antagonism
toward opposing parties (Qi, 2020). According
to the research conducted by Etaywe (2022) as
well as Etaywe and Zappavigna (2022), these
discourses serve a social function by affirming
ideological positions. The ideology within the
discourse is discernible through the frequency
of lemmas, judgmental attitudes, and the
consistency in the representation of "us" and
"them," which reinforce the worldview of the
discourse producer (Etaywe & Zappavigna,
2022; Navarretta & Hansen, 2020; Qi, 2020).
Based on the orientation of the
aforementioned studies, analysis of ideology in
the MH hacktivism discourse addresses a gap
in the existing literature that prior researchers
have not explored. The analysis of ideology,
through the mapping of the representation of

Table 1. List of Data Sources

“self” and “other,” is structured around two
research questions. Firstly, what are the basic
discursive strategies employed in MH's
hacktivism discourse? Secondly, what is the
role of rhetorical discursive strategies in MH's
hacktivism discourse? The analysis will employ
a simultaneous and integrative approach to
address these two questions, utilizing the
critical discourse analysis (CDA) framework,
particularly the ideological square as proposed
by van Dijk (van Dijk, 2006; Van Dijk, 2006b).
The ideological square facilitates the revelation
of ideology by distinguishing positive
representation strategies for the self, referred
to as "us,” and negative representations for
others, termed "them." The presence of
protagonism and antagonism towards specific
values within the discourse ultimately
reinforces its ideology.

METHOD

The process of systematically addressing
research questions was established by critical-
qualitative construction (Alharahsheh & Pius,
2020; Aspers & Corte, 2019, 2021). The
research data, consisting of videos depicting
MH’s threat, were extracted from the Hacker
News YouTube channel
(https://www.youtube.com/@HackerNewsA
R/about). This channel served as a platform for
sharing videos showecasing hacking actions
conducted by different hacker organizations.
Researchers chose three videos showcasing
the MH hacking gang from various videos
depicting other hacker groups worldwide. In
addition to meeting the criteria for
comprehensiveness and data adequacy, all MH
videos were taken to obtain a complete
representation of the ideology contained in
their hacking discourse. The specifics of the
three data source videos are presented in Table
1.

Code Title

Link and Publication Date

A SO G syl et 3 S, hittps:

outu.be / WmZgWQjfVXw

Risalah al-hakirz al-muslimin li al-swid ba’d harq al-

qur’an al-karim

January 29t, 2023

‘Muslim hackers’ messages to Sweden after the holy

Qur'an burning incident’
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B ) Bl W) sl ool e Wil e s 1 ke Ty
Bad’u hamlah al-radd ‘ala australiya bi darb ahamm
al-mawagqi’ al-istratijiyah al-australiyah
‘Beginning the campaign to retaliate against
Australia by striking the most important Australian
strategic sites’

KOS ] bl s Cpkaald e shazs ) d Bl e i) 5SS,
Radd al-hakirz al-muslimin ‘ala al-sahdyanah ba’d al-
I'tida’ ‘ald al-musallin dakhil al-masjid al-aqsa al-
mubadrak

‘The response of Muslim hackers to the Zionists after
the attack on worshipers at the al-Aqsa mosque’

https: //www.youtube.com/watch?v=b-
2kIMMOZUM

March 25t%, 2023

https://youtu.be /ALAvksPfB8M

April 6th, 2023

Data collecting involved the steps of data
transcription, rereading, printing, and
classification. Video narration and running text
correctness were prioritized in manual data
transcription. Re-reading as a validation
technique of transcription results involved
checking transcribed words, phrases, and
clauses. To strengthen the validity of the data,
cross-referencing between the transcription
results and subtitle videos was repeatedly
carried out to yield the final data. In addition,
time details in the form of minutes and seconds
were also included in the presentation of
sentence data to ensure that the data has been
rigidly validated. Finally, the researcher
printed the data for classification. Inclusion
and exclusion of data in the form of words,
phrases, and sentences referred to analysis
features that emphasized attention to the
meaning and context of the data. A data card
inventory of each data point simplified data
analysis after classification.

The data card's final data was reduced,
presented, analyzed, interpreted, and
concluded (Antonio et al., 2020; Lester et al,,
2020; Mezmir, 2020; Ningi, 2022). Data
reduction involved choosing data points for
analysis display. At this point, the researcher
validated that each data variation would be
represented. After transliterating the Arabic
into Latin script according to ALA-LC

romanization norms, the data display step
began. Next came data analysis and
interpretation. Language in the data was
analyzed using van Dijk's ideological square
theoretical framework. The interpretation
stage included explaining and comparing
analytical results to previous investigations. In
the last phase, the researcher confirmed the
research questions and highlighted the
innovative discoveries.

The data analysis was conducted using a
critical discourse analysis framework by
employing the ideological square model put
forward by van Dijk (van Dijk, 2006; Van Dijk,
2006b). The ideological square elucidated the
dichotomous depictions of oneself and others
in communication, wherein the self or in-group
was typically shown favorably, while
individuals from the out-group were depicted
unfavorably. According to Van Dijk (2006,
2006b & 2006a), the analysis stage involved a
macro analysis with basic discursive strategies
and a micro analysis with rhetorical discursive
strategies. The data cards were used as the
basis for thematic identification and
classification of discursive strategies which
were arranged in tabular form according to
existing analysis features. The microanalysis
and macroanalysis elements are shown in
Table 2.

Table 2. Microanalysis and Macroanalysis Elements in the Ideological Square Model

Macro Analysis
(Basic Discursive Strategies)

Micro Analysis
(Rhetorical Discursive Strategies)

(1) Emphasize positive things
about ‘us’; (2) Emphasize negative
things about ‘them’; (3) De-
Emphasize negative things about
‘us’; and (4) De-emphasize positive
things about ‘them’.

Euphemism;

(1) Actor description; (2) Authority; (3) Burden; (4) Categorization;
(5) Comparison; (6) Consensus; (7) Counterfactual; (8) Disclaimer; (9)
(10) Evidentiality; (11)
llustration/Example; (13) Generalization; (14) Hyperbole; (15)
Implication; (16) Irony; (17) Lexicalization; (18) Metaphor; (19)
National self-glorification; (20) Norm expression; (21) Number game;

Argumentation; (12)
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(22) Polarization; (23) Populism; (24) Presupposition; and (25)
Victimization.

FINDINGS AND DISCUSSION

The research findings indicate the
presence of three basic discursive strategies in
MH's discourse: emphasizing positive "us";

author identified seven rhetorical discursive
strategies: actor description; consensus;
evidentiality; example/illustration; values
expression; number game; and victimization-

emphasizing negative "them"; and de- criminalization. Table 3 displays the
emphasizing positive "them." Additionally, the descriptive statistics for these findings.
Table 3. Descriptive Statistics of Basic and Rhetorical Discursive Strategies in MH's Hacktivism Discourse
No Strategies Emphasizing Emphasizing De-emphasizing De- Total
Positive ‘Us’  Negative ‘Them’ Negative ‘Us’ emphasizing
Positive
‘Them’
N % N % N % N % N %
1  Actor Description 4 3636 6 19.35 0 0.00 13 3939 23 31.08
2 Consensus 2 1818 0 0.00 0 0.00 0 0.00 2 2.70
3 Evidentiality 0 0.00 5 16.13 0 0.00 0 0.00 5 5.41
4 Example/Illustration 2 18.18 0 0.00 0 0.00 5 15.15 7 9.46
5  Values Expression 0 0.00 12 38.71 0 0.00 2 6.06 14 1892
6 Number Game 3 2727 1 3.23 0 0.00 0 0.00 4 541
7  Victimization- 0 0.00 7 22.58 0 0.00 13 3939 20 27.03
Criminalization
Total 11 100 31 100 0 0.0 33 100 75 100

Descriptive statistics in Table 3 prove
that the dominant strategies used by MH are
actor description (31.08%), victimization-
criminalization  (27.03%), and values
expression (18.92%). This finding indicates
that MH's hacking threat discourse focuses
more on actor representation than action

representation. Based on the actor
representation  strategies, these three
dominant strategies are strongly
interconnected. In actor description, MH

emphasizes their perspective on the subjects
mentioned in the discourse. This perspective is
strengthened by grouping actors as criminals
and  victims in  the victimization-
criminalization strategy. Ultimately, MH
justifies the positive and negative dimensions
of these actors through values expression. This
finding is in line with the "us" versus "them"

dichotomy proposed by van Dijk as the main
basis for mapping ideology in discourse.

Actor Description

Actor description is a discursive tactic to
construct the image of an individual or group
mentioned in the discourse. Actor description
can be a depiction of the character, role,
tendencies, and status of the actor in various
social and political dimensions. Through this
tactic, discourse producers classify actors as in-
groups that tend to be represented positively
and out-groups that tend to be represented
negatively. This form of representation further
indicates the bias of the discourse producer
towards certain actors. About this concept, the
actors mentioned in the MH’s threat are shown
in Table 4.

No Actors Description Freq. Percent.
1 ‘Government of Sweden’ (hukumah al-swid) 4.9 5~  Anti-Islam | 4.35%
2 ‘Zionist soldiers’ (al-junud al-sahdyanah) =\e2) >4 Terrorist \ 4.35%
Destroyer 1 4.35%
3 ‘Moslem’ (al-muslimun) os.. Victims 5 17.39%
4 ‘worshipers’ (al-musallin) ;\=b  Victims 2 8.70%
5 ‘Rasmus Paludan’ (rasmus baludadn) o\s5v s, Extremist 1 4.35%
Racist 1 4.35%
6 ‘group of hackers’ (majmu’ah hdkirz) ;5\ a5 Activist 1 4.35%
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7 ‘Refugees’ (laji'in) o=y Victims Y 8.70%
‘Afghanistan’ (afghanistan) ow.swl Crisis country 1 4.35%
9 ‘Iraq’ (‘iraq) &= Crisis country 1 4.35%
10 ‘Syria’ (suriya) us- Crisis country 1 4.35%
11 ‘Australian fashion house’ (dar al-azya” al-astraliyah) =% ;% > Provocateur 1 4.35%
12 ‘Government of Australia’ (hukumah astraliya) Wy .S~ Victims 1 4.35%
13 ‘Moslem hackers’ (al-hakirz al-muslimun) o,.l.b ;sW  Activist 3 13.05%
14 ‘People of Sweden’ (sha’b al-swid) «s- 22 Victims 1 4.35%
Total 23 100%

Based on the description of roles and
attitude tendencies, the actors in Table 4 are
classified into three types: positive; neutral;
and negative. Positive actors are al-hakirz al-
muslimun ‘moslem hackers’ and majmu’ah
hakirz ‘group of hackers’ who are described as
activists (17.40%). Neutral actors are groups
and countries described as victims as well as
crisis countries (56.50%). Negative actors are
groups and countries that carry out various
negative actions and are described as anti-
Islam, terrorists, destroyers, extremists,
racists, and provocateurs (26.10%). The
positive actors are a manifestation of the
strategy of emphasizing positive “us”, neutral
actors are a manifestation of the strategy of
deemphasizing positive “them”, and negative
actors are a reflection of the strategy of
emphasizing negative “them”.

In their hacking threat, MH describes the
actors through lexicalization techniques,
namely choosing strong words to describe the
actors’ actions. For example, MH describes the
hacker group as activists through the phrase
tuwahhidu li nasrah filastin ‘unite to support
Palestine’. The lexical nasrah ‘support’ contains
a positive intention which means the hacker
group is an organization that is involved in
fighting to defend Palestine. The same
technique is also found in the description of
negative actors, where HM describes the Israeli
army through the phrases i'taddu bi quswah
‘they brutally destroyed’ and i‘taqalu al-miat
min al-musallin ‘they arrested hundreds of
worshipers’. The lexical i'taddudestroyed’ and
i'taqalu ‘arrested’ mean that the Israeli army is
the perpetrator of violence.

Consensus
As a political strategy to build
consolidation  between several actors,

consensus emphasizes the existence of

understanding and agreement on values
between one actor and another. This strategy is
used by discourse producers to strengthen
arguments by involving other actors in the
form of individuals or organizations. The
involvement of other actors aims to increase
the authority and legitimacy of the discourse,
as well as the bargaining position of the
discourse producers toward the discourse
target. In line with this concept, MH in their
threats only mentioned two organizations,
namely majmu'ah hakirz 'group of hackers' and
al-hakirz al-muslimun 'moslem hackers', where
each organization is only mentioned once. The
construction of consensus in the discourse
involving the two organizations can be seen in
the excerpts below.

AT Gl e ST degag gl e ST S LS
bi musharakah akthar min arba’in majmu’ah
hakirz min mukhtalif anha” al-‘alam. (Data C.
Minutes 1:18-1:23)

‘With the participation of more than forty hacker
groups from around the world.’

B o e o ST e kel 5 SUN e 251 Sleoma
RN PN N PR

hajamat sibraniyah min al-hakirz al-muslimin ‘ala”
akthar min sab’in min al-mawagqi’ al istratijiyah
al-astraliyah. (Data B. Minutes 0:56-0:58)
‘Cyber-attacks by Moslem hackers on more than
seventy Australian strategic sites.’

The excerpts show that MH does not
build consensus with organizations,
institutions, or superpowers. However, they
only consolidate power with other hacker
groups. Majmu’ah hakirz 'hacker groups' and
al-hakirz ~ al-muslimun  'moslem hackers'
mentioned are underground organizations
whose existence is unknown to the public.
Information about the organization that is
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spread to the public is limited to the history of
hacking actions carried out, not to the identity
of the individuals involved in it. Thus, the
power of political consolidation built by MH
through consensus is based on the track record
of these hacker organizations which may be
known to have carried out actions on many
targets.

The consensus strategy implemented by
MH is an effort to define their identity. MH
acknowledges their relationship with other
groups that have the same vision, actions, and
values. This strategy in the ideological square
aims to emphasize positive 'us'. MH indirectly
describes their self-identity as brave,
untraceable, and unpredictable activists. That
consensus is also a political movement, where
MH also emphasizes their relations and
consolidation to exert greater political
pressure on their targets. The main target of
the political movement is of course to influence
the political decisions and policies of the
Israeli, Swedish, and Australian governments.

Evidentiality

Evidentiality is a strategy of rationalizing
arguments or discourse by showing valid and
credible evidence. Evidentiality can be done by
referring to authoritative statements or factual
information that is objective and transparent.
The evidentiality strategy aims to emphasize
the objectivity, reliability, and credibility of the
arguments mentioned in the discourse. With
rationalization through evidentiality, discourse
producers can construct a positive image of
themselves as a source of trustworthy
information. Concerning this concept, the five
evidentiality strategies found in the MH’s
threat discourse are directed at emphasizing
the negative image of the discourse target
consisting of Zionist soldiers, the racist
extremist Rasmus Paludan, the government of
Sweden, and the Australian fashion house.
Among the examples of evidentiality can be
seen in the excerpts below.

) s kel e bg0dy giiels.
..wa i’‘taddu bi quswah ‘alaal-musallin dakhil al-
masjid. (Data C. Minutes 0:14-0:18)
‘...and brutally attacked the worshipers inside the
mosque.’

LS OTAN o Bes B

..bi harq nuskhah min al-qur’an al-karim. (Data A.
Minutes 0:40-0:41)
‘..burned a copy of the Holy Quran.’

These excerpts contain important facts
about the actions that triggered the emergence
of MH hacking threats to their targets. In the
first excerpt, the fact is the brutal attack by
Israeli soldiers (...wa i’taddu bi quswah ‘alda al-
musallin  dakhil al-masjid ‘..and brutally
attacked the worshipers inside the mosque).
Meanwhile, in the second excerpt, the fact is the
burning of the Qur’an by Rasmus Paludan (harg
nuskhah min al-qur’an al-karim ‘burned a copy
of the Holy Qur’an). MH strengthens these facts
through audiovisual evidence that is shown at
the opening and background of the narrative
video. The fact in the first excerpt is supported
by evidence in the form of a video of the Israeli
army attacking worshipers at the Al-Aqgsa
mosque. Meanwhile, the fact in the second
excerpt is supported by visual evidence
Rasmus Paludan burning the Qur’an in a public
space. The evidentiality strategy applied by MH
in their narrative can be seen in Figures 1 and
2.

s -

¥

3 .‘:’.:

Figure 1. Attack of Israeli Figure 2. Burning of the

soldiers in  Al-Agsa Qur’an by Rasmus
Mosque Paludan
The MH’s evidentiality strategy

emphasizes the negative acts of “them”. The
display of videos of Israeli soldiers attacking
people and visuals of the burning of the Qur'an
represent actors who do not appreciate the
values of humanity and tolerance. In the
prediction of further effects, this strategy is
effective in provoking Muslims in various parts
of the world. The Al-Agsa Mosque and the
Qur'an are sacred and holy entities in Islam,
and criminal treatment of the two entities can
incur Muslim anger. This provocation effect
can then become MH's capital to mobilize the
masses of supporters of their hacking actions.
Thus, the hacking threats they spread via the
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internet can gain more legitimacy from other
users.

Example/Illustration

Example/illustration is a strategy to
concretize arguments or narratives conveyed
in discourse. This strategy can be in the form of
sketches or short stories, more complete
detailed descriptions, and illustrations in audio
or visual form. The example/illustration
strategy aims to build emotional, persuasive,
and provocative impacts. With the
presentation of examples and illustrations, the
discourse will become stronger and easier to
understand. Based on this concept, seven
example/illustration strategies were found in
MH's threat discourse. These strategies are
shown in the excerpt below.

s Lo lally clslly Soally oty 2SIl ol
&5 Jlas (SISl oy sl (gt Sz iz byl
Lokl Y ad mge cgpl las (S jlas ple
BT Y PO EIE- T RS R RTUE RSN
asabat al-mawaqi’ al-hukumiyah wa al-khassah
wa al-bunuk wa al-mawadini’ wa al-matarat minha”
mawqi’ al-shurtah al-astraliyah: bank sidney,
matar purt makwari, matar kufi harbur, matar
kirnz, matar aburi, mawqi’ lajnah al-intdjiyah, al-
ma’had al-astraliyah li al-dirasat al-usriyah, mina
darwin. (Data B. Minutes 0:59-1:29)
‘It affected the government and private sites,
banks, ports, and airports, including the
Australian Police Force website: Bank of Sydney,
Port Macquarie Airport, Coffee Harbor Airport,
Cairns Airport, Apuri Airport, Productivity
Commission website, Australian Institute for
Family Studies, Port Darwin.’

MH provides detailed descriptions and
visual illustrations as a reflection of the
example/illustration strategy. Detailed
descriptions can be seen in the excerpts, where
MH mentions the targets of their hacking
operations one by one. In the first excerpt, MH
mentions strategic Australian government
sites related to economic activities and public
services (..al-bunuk wa al-mawdini’ wa al-
matarat minha mawqi’ al-shurtah al-astraliyah:
bank sidney, matar purt makwari, matar kufi
harbur, matar kirnz, matar aburi, mawqi’ lajnah
al-intdjiyah, al-ma’had al-astraliyah li al-dirasat
al-usriyah, mina” darwin ‘...banks, ports, and
airports, including the Australian Police

website: Bank of Sydney, Port Macquarie
Airport, Coffee Harbor Airport, Cairns Airport,
Apuri  Airport, Productivity Commission
website, Australian Institute for Family
Studies, Port Darwin).

The example/illustration strategy in
visual form is found in video 3, where MH
displays screen captures of the impact of the
attack on the Port Macquarie Airport and
Cairns Airport websites, in Australia. The
visual illustration is shown in Figure 3.

- ;e o

Wk oa

Figure 3. Hacking attack in Australia'sstragic public
sites

Following the purpose of the threat they
spread, the example/illustration strategy in
MH's discourse is effective in creating anxiety
and fear in their targets. Rigid mention of
hacking  targets that are  strategic
infrastructures will automatically become a
serious concern for the government. In
addition, screen captures showing that the
hacking action has begun will increase the
panic of the targeted government. In the
context of the ideological square, this strategy
reflects self-identity description, activity
description, and goal description.
Example/illustration exposes the positive
sides of MH as a discourse producer. Through
this strategy, MH represents itself as a group
that is brave, clever, smart, and able to put
pressure on its targets.

Values Expression

As an association strategy towards
certain actors, values expression aims to affirm
the category of actors through the positive and
negative values associated with them. Positive
values will tend to be associated with “us”,
while negative values tend to be associated
with “them”. In this context, the values
expressed by MH are shown in Table 5 below.
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Values

Z
o

Tendency Freq. Total

Percent.

‘holy’ (al-muqaddasah) w..il
‘big’ (al-kabir) 0

‘harsh’ (qas) 6

‘barbarism’ (hamjiyah) i
‘low’ (mutadanni) g
‘pseudo’ (al-zaifah) )
‘bad’ (al-sayyiah) i

‘vile’ (daniah) >

O© 0 N O U1 » W N -

[UnN
o

‘provocative’ (mustafiz) ..

[uny
[y

‘painful’ (mu’lim) 45
12 ‘racist’ (al-‘unsuri) s,z

‘blessed’ (al-mubarak) s, Positive

Negative

2 14.29%

12 85.71%

_ RN R R R R RN R R R

Total

=y
S

14 100%

Their threat, namely al-mubarak
‘blessed’ and al-muqaddasah ‘holy’. These
values are not associated with any actor, but
are attached to the nouns al-masjid al-agsa‘al-
Aqgsa mosque’ and al-ard ‘land’ which refers to
the Palestinian territories. In contrast, MH
mentions twelve negative values associated
with several actors and actions. MH describes
the Israeli army as having great arrogance
(kabir). The Swedish government is
represented as an actor that is barbaric
(hamajiyah), fake (al-zdifah), lowly-civilized
(mutadanni), bad (sayyiah), and vile (daniah).
The Australian fashion house is said to have
carried out provocative actions (mustafiz),
while Rasmus Paludan is called a racist (al-
‘unsuri). Meanwhile, MH describes the hacking
action as a harsh (gas) and painful (mu’lim)
revenge.

From the strategic discursive
perspective, the data in Table 4 are oriented
towards emphasizing the negative “them”.
Although there are some positive values, these
values are not attached to the actors and are
used to construct a negative image of certain
actors. The actor is described as violating
certain noble values so he is represented
negatively. In this context, mubdrak ‘blessed’
and al-muqaddasah ‘holy’ are two noble values
attached to sacred monuments of Muslims. So
the behavior of the Israeli army that violates
the sacredness is associated with behavior
with negative values. The association of the
values in Table 4 with the actors explicitly
mentioned in the discourse strengthens the
argument about the efforts of MH to emphasize
the negative side of “others”.

Number Game

Number game is a strategy to increase
the credibility of discourse through the
mention of objective data in the form of
numbers and statistics. Number games can
construct an image of the discourse producer's
understanding of his argument. Through the
expression of numbers and statistics, the
arguments will become more valid and
reliable. Related to this concept, three uses of
the number game strategy were found in MH's
threat. These strategies can be seen in the
excerpts below.

asbal) e ) felazely
wa i'taqalu” al-miat min al-musallin. (Data C.

Minutes 0:24-0:26)
‘They arrested hundreds of worshipers.’

AT il e ST Beget )l 0 ST S Lag
bi musharakah akthar min arba’in majmu’ah
hdakirz min mukhtalif anha’ al-‘alam. (Data C.
Minutes 1:18-1:23)

‘With the participation of more than forty hacker
groups from around the world.’

BN o Cnner o ST o el S SUT e Bl Slasma
A e dal )
hajamat sibraniyah min al-hakirz al-muslimin ‘ala”
akthar min sab’in min al-mawadqi’ al istratijiyah
al-astraliyah. (Data B. Minutes 0:56-0:58)

‘Cyber-attacks by Muslim hackers on more than
seventy Australian strategic sites.’

MH uses a number game strategy by
mentioning several numbers in the data above.
The number al-miat ‘hundreds’ in the first
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excerpt indicates the number of worshipers
attacked; akthar min arba’in ‘more than forty’
in the second excerpt indicates the number of
hacker groups; while akthar min sab’in ‘more
than seventy’ in the third excerpt indicates the
number of government sites targeted for
hacking. MH never mentions a definite number
at all, but uses approximate phrases such as al-
miat ‘hundreds’ and akthar min ‘more than’. On
the one hand, this pattern indicates that MH
does not have valid and fixed statistical data.
However, on the other hand, this pattern
constructs the meaning of infinite numbers
that can be an effect of anxiety and fear in their
target organizations or countries.

The number game in these data reflects
the strategy of emphasizing positive ‘us’ and
emphasizing negative ‘them’. In the second and
third excerpts, MH represents their positive
image as actors who initiate and carry out
hacking actions. The numbers in the second
excerpt show their strength in carrying out
political consolidation, with thw capability of
mobilizing more than forty other hacker

groups. Meanwhile, the numbers in the third
excerpt also show their greatness in activism,
by being able to hack more than seventy
strategic Australian government sites. In
contrast to the second and third excerpts, the
first excerpt contains a negative image of
Israeli soldiers who attacked worshipers at the
al-Agsa mosque. MH describes the soldiers as
brutal actors because of the high number of
victims of the attack, which reached hundreds
of people.

Victimization-Criminalization

Victimization-criminalization is an
important strategy that positions certain
actors as victims and criminals in discourse. In
their threat, MH positions Zionist soldiers,
Zionists, Rasmus Paludan, Extremists, the King
of Sweden, and an Australian fashion house as
criminals. On the other hand, worshipers,
Muslims, refugees, Afghanistan, Iraq, Syria, and
the babies were positioned as victims. The
distribution of victims' and criminals' status
can be seen in Table 6.

No Actors Status Freq. Total Percent.
1 ‘Zionist soldiers’ (al-junud al-sahayanah) z\e2l >s:4 Criminal 1 7 35.00%
2 ‘Zionist’ (al-sahdyanah) w42 2
3 ‘Rasmus Paludan’ (rasmus baludan) o> s, 1
4 ‘Extremist’ (al-mutatarrif) < 1
5 ‘King of Sweden’ (al-sultan al-swidiyah) x4 olald 1
6 ‘Australian Fashion (dar al-azya’ al-astraliyah) z.8 su3 s 1
House’
‘Worshipers’ (al-musallin) 2l Victim 2 13 65.00%
‘Moslem’ (al-muslimin) csld 5
9 ‘Refugees’ (laji’in) cx=Y 2
10 ‘Afghanistan’ (afghanistan) ot 1
11 ‘Iraq’ (‘iraq) ¢\ 1
12 ‘Syria’ (suriya) s 1
13 ‘Babies’ (al-atfal) Jus¥ 1
Total 20 20 100%

Based on the data in Table 6, MH's
tendency to categorize victim-criminals based
on the perspective of religiosity and humanity
was found. Israel and its soldiers called al-
junud al-sahdyanah 'zionist soldiers' and al-
sahdyanah 'zionist' were declared criminals for
committing crimes against humanity against
worshipers at the Al-Aqsa mosque in particular
and Palestinians in general. Meanwhile, actors
such as rasmus baludan 'Rasmus Paludan' al-

mutatarrif 'extremist, al-sultan al-swidiyah
King of Sweden, and dar al-azya” al-astraliyah
'Australian Fashion House' were declared
criminals for committing religious crimes in
the form of blasphemy against Islam. In the
victim categorization, this perspective is
emphasized by the actor al-muslimin 'moslem’
who is positioned as a victim of blasphemy
against Islam and several other actors (al-
musallin 'the worshipers', lgji'in 'refugees’,
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afghanistan ‘Afghanistan, 'iraq 'lIraq’, suriya
'Syria’, and al-atfal 'the babies') who are
positioned as victims of crimes against
humanity.

The representation of actors as victims is
a form of de-emphasizing positive 'them', while
the representation of actors as criminals is a
form of emphasizing negative 'them'. In this
context, the actors who contrast as victims and
criminals are not part of the in-group of MH.
Actors such as al-musallin ‘worshipers’, al-
muslimin ~ ‘moslems’, lgji'in  ‘refugees’,
afghanistan ‘Afghanistan’, ‘irdaq ‘Iraq’, suriya
‘Syria’, and al-atfal ‘babies’ are depicted
neutrally. MH does not mention any positive
values of these actors. MH instrumentalizes
them as tools for the real discourse, namely the
construction of negative images of criminal
actors. In other work by van Dijk, this tactic is
also called by compassion move, where
discourse producers show empathy and
sympathy for weak victims of the “other’s”
actions to escalate the brutality of the “other”.

From the standpoint of basic discursive
strategies, MH's hacktivism discourse is
primarily characterized by de-emphasizing
positive things about "them" (44.00%) and
emphasizing negative things about "them"
(41.33%). Yet, the data sources show that
emphasizing positive things about "us" is
scarce, accounting for only 14.67%. Within the
two prevailing strategies, MH delineates
"others" in a multitude of manifestations. De-
emphasizing positive things about "them" is
employed in the portrayal of third parties who
serve as instruments in the construction of
hacking threats. Meanwhile, emphasizing
negative things about "them" is directed
toward adversarial actors who are the source
of resentment and the subject of cyber threats.
Table 7 below provides a comprehensive
breakdown of the quantity and percentage of
use for each strategy.

No Strategies Frequency Percentage
1 Emphasizing 11 14.67
Positive Things
about ‘Us’
2 Emphasizing 31 41.33
Negative Things
about ‘Them’
3 De-Emphasizing 0 00.00
Negative Things
about ‘Us’

4  De-Emphasizing 33 44.00
Positive Things
about ‘Them’

Total 75 100

The dominance of de-emphasizing
positive things about “them” (44.00%) and
emphasizing negative things about “them”
(41.33%) prove that MH’s hacking threat
discourse focuses more on actors outside
themselves. Thus, the ideology in the discourse
can be read through MH’s perspective on the
subjects they mention, not assumptions and
glorification of themselves. The percentage of
talking more about “them” than “us” can be
explained by analyzing MH’s position in the
social structure and context. MH represents
itself as an underground hacker organization
that usually hides its identity. This status
requires MH to talk less about themselves
because it risks exposing their identities.
Therefore, the hacking discourse is certain not
to contain explicit representations of MH as
discourse producers because that could be a
clue to their true identities. In this context, MH
becomes an ideological symbol, not an
identified figure.

The arguments presented by Navarretta
and Hansen (2020) as well as Etaywe and
Zappavigna (2022) suggest that ideology can
be analyzed through the word frequency and
the consistency of actor representation in
discourse. Consequently, the ideology within
the MH hacking discourse can be effectively
mapped and identified. The basic and
rhetorical discursive strategies that are
increasingly beneficial indicate that the
ideology present in the discourse is
characterized by anti-imperialism and anti-
extremism.  Anti-imperialism can  be
understood as an ideology that rejects forms of
domination of certain individuals or groups
over other individuals or groups, while anti-
extremism is an ideology that opposes extreme
ways of thinking and acting. Both ideologies
serve as foundational elements that
encapsulate normative and ideal values for MH
in perceiving, interpreting, and reacting to
their surrounding reality. In response to
instances of violence against humanity and
Islamic thought, MH adopts a definitive
ideological stance, explicitly rejecting all
manifestations of such practices.
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The anti-imperialism ideology, as linked
to the ideological square theory (van Dijk,
2006a, 2006b), is evident in the data that
portrays the Israeli army, the Swedish
government, and the Australian government in
a negative light. MH employs strong diction to
assert that violence against worshipers at Al-
Agsa and refugees from various Middle Eastern
countries constitutes a violation of universal
humanitarian values. Furthermore, anti-
imperialism is evident in the neutral
representation of third-party actors, including
worshipers, refugees, and individuals from
Afghanistan, Iraq, Syria, and infants. MH fails to
articulate the positive aspects of these actors.
They  manipulate and politicize the
circumstances of the actors to highlight the
negative attributes of the threatened targets.
By defending these actors, MH enhances their
self-representation as  adversaries  of
imperialism and violence against humanity.

The anti-extremism ideology is evident
in the unfavorable data portraying Rasmus
Paludan, the Swedish government, a fashion
house in Australia, and the Australian
government. MH unequivocally condemns
racist and hateful actions against Islam
perpetrated by Western nations. MH
characterizes Rasmus Paludan's act of burning
the Qur'an as an expression of extremism and
racism, indicative of a deterioration in the
intellectual climate of Swedish society. He
similarly criticized a fashion house in Australia
for showcasing women's clothing designs
featuring the name "Allah" at a fashion show in
Melbourne. For MH, the provocation and
harassment of Islamic values represent not
merely a manifestation of Islamophobia, but
rather an expression of hatred. MH challenges
the prevailing narrative regarding extremists
commonly linked to Muslims through their
discourse. MH posits that extremism can arise
in any individual, including those within
Western society.

From the perspective of discourse
content, the results of the study strengthen
several findings in previous studies. MH’s
hacking threat, which is characterized by the
dichotomy of "us" and "them," aligns with the
findings of Etaywe (2022) as well as Etaywe
and Zappavigna (2022), which indicate that the
grammar of othering and antagonism is framed
within the narrative of the out-group as an
ideological threat. The negation of "them" is

articulated through justification languages that
reference the ideal cultural parameters and
meta-values of the discourse producers. MH
rationalizes negative actors through the lens of
Islamic values, humanity, freedom, and justice.
MH's approach to constructing the images of
these actors reinforces the findings of Etaywe
(2022), which indicate that othering and
antagonism function within a framework of
victimization and injustice. Moral violations
catalyze discourses that frame antagonism and
aggressive actions as commonplace and
socially acceptable.

From the perspective of style, the
language of threat, a central phenomenon in
HM threat discourse, is aligned with the
language  of terror  associated  with
transnational terrorist groups (Qi, 2020;
Reflinaldi et al.,, 2021). Loyalty to the in-group
and concern for threats against in-group
members are employed to justify violent
actions and violations of norms (Etaywe, 2022;
Etaywe & Zappavigna, 2022). This context
positions MH’s hacking threat and action as
violations of norms, which are justified through
the defense of oppressed neutral actors who
are victims of systemic violence. MH'’s threat
discourse parallels the substance of threats
posed by terrorist groups. However, the MH
threat discourse is more specific because it
focuses on the construction of cyber-activism
as a measured and systematic response to
targets (Farmer, 2022; Richards & Wood, 2018;
Romagna & Leukfeldt, 2023).

Discourse orientation, as a method of
countering Islamophobia, extremism, and
terrorism, reveals that the threat of MH
hacking represents a unique manifestation of
actions identified in various prior studies. Prior
studies indicated that counter-narrative
actions were primarily influenced by
education, culture, and art (Elamin, 2024;
Ismail, 2023; Mansoor et al., 2021; Mashwani et
al., 2022; Umar etal., 2021). In contrast to these
actions, MH engages in political advocacy that
directly targets policymakers. Previous studies
indicate that counter-narrative actions
originated from grassroots movements,
whereas MH hacking threats and actions were
implemented from a top-down approach. MH's
decision to undertake actions that directly
intervene in the government can be analyzed
through the lens of Islamophobia and anti-
Islam sentiment prevalent in the Western
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world. Islamophobia and anti-Muslim
sentiments are openly promoted and
legitimized by state leaders in official forums
(M. H.Khanetal, 2020,2021; R. M. Khan, 2021;
Rubin, 2020; Slusarczyk, 2021).

From the perspective of digital activism,
the hacktivism discourse echoed by MH is
different from various forms of digital activism
that have existed before (Reflinaldi et al.,, 2023,
2024). MH operates within a specialized
domain, wherein hacking is exclusively
conducted by elite groups proficient in
information and communication technology.
The activism conducted by MH extends beyond
conventional digital activism as demonstrated
in various prior studies (George & Leidner,
2019; Richards & Wood, 2018). In the
contemporary digital landscape, hacktivism
executed by MH is likely to be more effective
than traditional campaigns and
demonstrations, which remain susceptible to
suppression via negotiation, hegemony, and
repressive measures (Alvarez-Benjumea &
Winter, 2020; Bélanger et al, 2020). The
prioritization of concerns regarding hacking
over street demonstrations in numerous
countries indicates that hacktivism can exert
more significant and strategic political
pressure than traditional mass action
(Alexopoulou & Pavli, 2021; Beck, 2016;
Svyrydenko & Mozgin, 2022).

CONCLUSION

This study concludes that MH employs
both basic and rhetorical discursive strategies
concurrently in the discourse surrounding
hacking threats. The fundamental discursive
strategies employed include emphasizing
positive 'us', emphasizing negative 'them', and
deemphasizing positive 'them'. Meanwhile, the
rhetorical discursive strategies employed

include actor description, consensus,
evidentiality, example/illustration, values
expression, game number, and victimization-
criminalization. The analysis of the discursive
strategies revealed that the wunderlying
ideology in the discourse is characterized by
anti-imperialism and anti-extremism. Anti-
imperialism is expressed in discourses
advocating for the defense of colonized
populations and is enacted through hacking
activities aimed at retribution. Anti-extremism
is reflected in protest discourses concerning
insults to Islam that are linked to extremist
actions. Hacktivism, as a novel form of digital
activism executed by MH, will effectively exert
political pressure on the target.

This study is limited by the relatively
small data corpus. This situation presents an
opportunity for future researchers to conduct
observations on larger datasets or, if feasible,
in the form of a corpus. The threat of hacking is
a prevalent issue in the digital and
technological era. Consequently, it will be
feasible to compile a corpus of discourse
regarding the threat of hacking. This study is
examined through the lens of critical discourse
analysis, specifically the ideological square.
The ideological square emphasizes the
identification of ideology by examining the
representation of "self" versus "other" or "us"
versus "them" within a discourse. The
phenomenon of hacking threats disseminated
via YouTube can be examined through various
discourse analysis frameworks. Further
researchers may apply multimodal discourse
analysis as a perspective. This perspective
allows for a deeper examination of audio,
visual, color codes, and other videographic
elements about their role in discourse
interpretation. The study aims to offer novel
theoretical perspectives on pertinent research.
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