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Abstract

Personal data protection is essential to ensure the security and authenticity of digital docu-
ments. One approach to achieving document authenticity is through a code-based document
authentication mechanism. This study proposes a document authentication scheme using the
SHA-3 hash function combined with the McEliece code-based cryptosystem with Hamming
code. The authentication process begins by hashing the document content using SHA-3
to generate a message digest. The resulting hash value is converted into binary form and
then encoded and encrypted using the public key of the McEliece cryptosystem, producing
an authentication code. During the verification phase, the received authentication code is
processed through the decoding mechanism using the private key, allowing error correction
and recovery of the original hash representation. A document is considered authentic if the
decoded hash matches the hash value generated from the received document. Experimental
results show that the authentication code depends on the McEliece key pair used, ensur-
ing uniqueness and resistance to forgery. Furthermore, the combination of SHA-3 and the
McEliece cryptosystem exhibits an Avalanche Effect close to 50%, indicating strong diffusion
properties. These results demonstrate that the proposed code-based authentication scheme
provides a reliable cryptographic solution for ensuring the authenticity and protection of
digital documents, particularly against future cryptanalytic threats.
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1 Introduction

Code-based document authentication is a cryptographic mechanism used to verify the
authenticity and integrity of digital documents. Unlike conventional authentication methods,
this mechanism employs mathematical algorithms to generate an authentication code that is
directly dependent on the content of the document [1]. Any modification to the document
will result in a different authentication code, enabling the detection of unauthorized changes.
Various cryptographic hash algorithms, such as SHA and MD5, have been utilized in document
authentication systems. However, SHA is considered superior in terms of efficiency and security
due to its higher resistance to cryptographic attacks compared to MD5 [2].

Secure Hash Algorithm (SHA) is a cryptographic hash function widely used to ensure data
integrity in document authentication mechanisms. SHA operates as a one-way function that
transforms input data of arbitrary length into a fixed-length message digest. Several variants of
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SHA have been developed, including SHA-0, SHA-1, SHA-2, and SHA-3, each offering different
levels of security [3]. In this study, SHA-3 is selected due to its enhanced security features and
resistance to cryptanalytic attacks, as well as its support for flexible output sizes such as 224-bit,
256-bit, 384-bit, and 512-bit [4].

In addition to employing SHA-3 as a hash function, the McEliece cryptosystem is applied to
strengthen the document authentication process through a code-based approach. McEliece is a
public-key cryptographic algorithm based on error-correcting codes that utilizes binary matrices
for encoding and decoding processes [5]. Although it requires a larger key size compared to
RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography), McEliece offers strong
resistance to quantum computing attacks, making it a promising candidate for post-quantum
cryptographic systems [6]. This study implements Hamming codes within the McEliece framework,
which are capable of detecting and correcting bit errors using parity-based principles. The
integration of Hamming codes aims to enhance the robustness and reliability of the authentication
mechanism by ensuring accurate recovery of hash values during the decoding process.

2 Research Methods

2.1 Cryptography

Cryptography originates from the Greek words cryptos (secret) and graphein (writing),
meaning the art and science of securing information. According to Bruce Schneier, cryptography
is a method used to protect information so that it can only be accessed by authorized parties
[7]. Core objectives of cryptography include confidentiality, data integrity, authentication, and
non-repudiation [8]. In practice, cryptographic systems apply mathematical transformations to
data in order to ensure that information cannot be altered or forged without detection [9].

2.2 McEliece Algorithm

The McEliece algorithm is an asymmetric cryptographic scheme introduced by Robert J.
McEliece in 1978 and is designed to provide resistance against quantum computing attacks. This
algorithm is based on error-correcting codes, with simplified implementations commonly using
Hamming codes capable of detecting and correcting bit errors during data transmission [10].
Unlike RSA or ECC, the McEliece cryptosystem relies on encoding and decoding processes, not
on matrix inversion, to recover plaintext data [11] [12]:

1. The private key consists of the scrambler matrix S, the generator matrix G, and the
permutation matrix M

2. The public key matrix G’ is generated using the equation
;c><n = Skxk - Gixn - Mnxn

The encoding (encryption) process using the public key is defined as:
1. The message m is converted into binary blocks. If the message length is less than k, padding
is applied.
2. A random error vector e is added.

3. The encoded ciphertext ¢ is computed as
Cn—bit = Mi—bit * Gloxen + En—bit

The decoding (decryption) process using the private key proceeds as follows:
1. The permutation effect is removed:

/ _ . -1
Cn—bit = Cn—bit Mnxn
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2. The resulting codeword ¢’ is decoded using the Hamming decoding algorithm to correct
errors.

3. The original message m is recovered through the decoding process, without applying a
matrix inverse of G’, since such an inverse is not defined for non-square matrices

2.3 Code-Based Document Authentication Mechanism

Code-based document authentication is a cryptographic mechanism used to verify the
authenticity and integrity of digital documents Figure 1. Unlike classical digital signature
schemes that rely on private-key encryption, this mechanism employs cryptographic hash functions
combined with code-based cryptography to generate and verify authentication codes [13].

Signing Verifving

Message . Message
Message : Me

Digital Signature Digital Signature

Digital
Sigranture

Message Digest Kunci
Publik
K‘f“Ci Message Digest ? Message Digest

Privat (MD) _ (MD)

Digital
Sigranture

Figure 1: Illustrates the General Authentication Scheme

The document content is first transformed into a fixed-length hash value using SHA-3. This
hash is then processed using a McEliece-based encoding procedure to produce an authentication
code. During verification, the authentication code is decoded using the corresponding private key
and compared with the recomputed hash value of the received document. If both values match,
the document is considered authentic and unchanged [14].

2.4 SHA-3 Algorithm

The National Institute of Standards and Technology (NIST) organized the NIST Hash
Function Competition in 2006 to establish a new cryptographic hash standard. In 2012, the
Keccak algorithm was selected as the winner and later standardized as SHA-3 through FIPS 202
in 2014, with formal adoption in 2015 [15]. SHA-3 supports output sizes of 224, 256, 384, and
512 bits and was introduced as an alternative to SHA-2 to anticipate potential vulnerabilities,
considering historical attacks on MD5, SHA-0, and SHA-1 [16]. SHA-3 is based on the sponge
construction, which consists of two main phases in Figure 2:

Absorbing phase:
1. The message is converted to byte format (UTF-8), padded, and divided into P; blocks of
r-bit size.
2. Each block is XOR with the first r-bit of the internal state S.
3. A permutation function f is applied to update the state.
4. This process is repeated until all blocks are complete.
Squeezing phase:
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Figure 2: SHA-3 Sponge Construction

1. The output is stored in variable Z.
2. The first r-bit of the state is appended to Z until the desired output length d is reached.
3. If necessary, the permutation function f is reapplied.

4. The final value of Z represents the message digest.

2.5 McEliece-Based Code Authentication Using SHA-3

The proposed document authentication scheme integrates SHA-3 and the McEliece cryp-
tosystem using Hamming codes with parameters (n, k). The process consists of key generation,
authentication code generation, and verification [17]:

Key generation:
1. Public key matrix consists of parity-check matrix H, the scrambler matrix S, and the
decoding algorithm of the Hamming code.

2. The public key is defined as the transformed parity-check matrix

T
Hytnk) = Hp (n) - Stn—k)x(n—k)
Authentication code generation:
1. The document message m is hashed using SHA-3 and converted into binary form.
2. If the binary length is less than n, padding is applied.
3. A controlled noise vector h is added.

4. The authentication code c¢ is computed as
Cln—k)—bit = Mn—bit " Hyyse () + Pty —bit
Verification process:

1. The received authentication code is transformed by removing the scrambling effect

C/(nfk)fbit = C(n—k)—bit * S(_nl—k)x(n—k)

2. Decoding the document

d=cS'=(m-H +h)S!
=mH'S™" + hs™!
St =mHTSS ! + hS™!

-1 T —1
Cln—k)=bit " X (n—k)x (n—k) — n-bit an(nfk) + h(n—k)—bit' (n—k)x (n—k)

If the result of decrypting the ciphertext ¢’ is the same as decoding the document, then the
document is considered valid.
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3 Results and Discussion

3.1 Key Generation

The key used is the key with the parameter (7,3), as shown in Figure 3.

r 2
B Form - [m] X

Home Generate Keys Signing Merge File Verifying

Generate Keys

k: 3 Acak Matriks

Generator Parity Check Pengacak

[1000111] 0101000 M1
[0001010] [1010100] 01
[0110100]] [1100010] [oo
G: * [1000001]] M: 11

Kunci Privat

[too01]

[1101]
Lo [0111]
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[0111]
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Generate Save key

Figure 3: Key Generation

Based on the figure above, the public key matrix and the private key can be written, as follows:
1. Generator matrix (G) of size (k x n)

1000111
G=|0 0 01 01
0110100
2. Parity-check matrix (H) of G size ((n — k) x n)
01 01 0O0O0
101 0100
= 1100010
1 00 0O0O01
3. Randomizer matrix (S) of size (n — k) x (n — k)
1 1 11
0 1 1 1
5= 0100
1 0 00
4. Private key matrix (H') of size (n x (n — k))
1 0 0 1]
1101
01 00
H=|1110
1 010
1 1 11
10 0 0
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3.2 Document Authentication Code Generation

The hashing process applied to the document produces a message digest in the form of
hexadecimal values, as shown in Figure 4.

B Form - [m] X

Home  GenerateKeys  Signing  MergeFile  Verifying

Digital Signature

File pilih File  J:/My Drive/Haki/Aplikasi/Dokumen/Dokumen Asli/dokumen 1.pdf

IsiPesan  Hallo Vadillatul Nima Maulidya (Graphic Designer)

Setelah melihat pengalaman dan juga CV kamu, kami sangat terkesan dengan
pengalaman yang

kamu miliki dan dengan senang hati menyatakan kamu LOLOS ke tahap selanjutnya yaitu
INTERVIEW. Harap simak hal-hal berikut ini sebelum melanjutkan ke tahap selanjutnya:

1. Silakan lakukan pengisian jadwal Interview di sheet berikut dan lakukan konfirmasi
kepada kontak berikut paling lambat pada Rabu, 20 November, pukul 12.00 WIB.
i_bersifat WAIIB baai semua va sudah menaisi iadwal

MD ac25ff13b2002ade1309c43777a2d439d3668090324b43133707a1efbdd7ed29

Konversi 10101100001001011111111100010011101100100000000000101010110111100001001
h 0110 Pilih Kund J:/My Drive/Haki/Aplikasi/Dokumen/Key/

Signature 11011101010011010000001010001000000101101101101111000111011101101110101
010011011

Sign Save Sign Save File
Time Elapsed : 2.549887 ms

Figure 4: Document Authentication Result

The document produces a message digest as follows:
ac25 f £13b2002ade1309¢43777a2d439d3668090324543133707ale fbd97ed29
The message digest is then converted into binary form as follows
10101100001001011111111100010011101100100000000000101010110111100001001100001

00111000100001101110111011110100010110101000011100111010011011001101000000010
01000000110010010010110100001100010011001101110000011110100001111011111011110
1100101111110110100101001

After conversion, the binary message digest is divided into several blocks P;, each with a length
of n-bit (or 7-bit depending on the selected parameter). These blocks are then encoded using the
McEliece-based code authentication scheme by applying the transformed parity-check matrix H’
and adding a controlled noise vector. This process produces an authentication code rather than
a conventional digital signature. The following result is obtained:

00011001011001011001110010101010100011010010010110110000100001010011000011010
10101111000011100101100010011001110111101111101100011100101110101101100

To facilitate practical verification and improve readability by the authentication system, the
resulting authentication code is converted into a QR Code representation, as shown in Figure 5.

Figure 5: QR Code Document Authentication Code
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For comparison, experiments were conducted using the same document with different McEliece
parameter sets to observe variations in the generated authentication codes. The results are
presented in Table 1.

Table 1: Authentication Results Using the Same Document

Message Digest Parameter Digital Signature
ac25ff13b2002ade1309c (7,3) 101010100011100110110110111111101100
4377a2d439d3668090324 001101011001101000000000000110110111
b43133707alefbd97ed29 101100
ac25ff13b2002ade1309c (13,9) 000110101100101100111001101001010001
4377a2d439d3668090324 101001001011010000000010101000100011
b43133707alefbd97ed29 010101011110000110011100101100001011

011111111101100011100111110110110100

The experimental results show that different McEliece parameters generate different authentication
codes for the same document hash. This demonstrates that the proposed system is sensitive to
key variations and capable of distinguishing authentication results based on the applied code
parameters.

3.3 Document Verification

The document verification process consists of two sequential stages, as illustrated in Figure 6.

~

.
® ] Form - o X

Home Generate Keys Signing Merge File Verifying

Verification

File Pilih File 3:/My Drive/Haki/Aplikasi/Dokumen/Dokumen Sign-+Verif/
dokumen1_sian.ndf

Isi Pesan  Hallo Vadillatul Nima Maulidya (Graphic Designer )

Setelah melihat pengalaman dan juga CV kamu, kami sangat terkesan dengan
pengalaman yang

kamu miliki dan dengan senang hati menyatakan kamu LOLOS ke tahap selanjutnya yaitu
INTERVIEW. Harap simak hal -hal berikut ini sebelum melanjutkan ke tahap selanjutnya:

1_Silakan lakukan nenaisian iadwal Intarview di sheet herikit dan lakukan

Signature 01101100111000011100000011001110010100111010010011010000001011110100000

h 1010 Piihkung  J:/My Drive/Haki/ Aplikasi/Dokumen/Key/
R kev1.bxt

Decoding 11110001001110110001000000010011011010011110110110100000001010001101101
Dekripsi 11110001001110110001000000010011011010011110110110100000001010001101101

Hasil Dokumen valid.

Verif Save File

Figure 6: Document Verification Results

Based on testing using the developed program, the first stage of verification involves processing
the received authentication code. The authentication code is divided into several blocks C; of
(n — k)-bit length (or 4-bit depending on the parameter) and is transformed by removing the
scrambling effect using the inverse of the scrambler matrix S. This step prepares the data for
decoding and does not represent a decryption process in the conventional public-key cryptography
sense. The following result is obtained:

1011011111110110011100011110111011001010001001100101000011000110100100001010
011001001100010000100001110100010011100001001010110000110110101011110001

The second stage of verification is decoding the transformed data using the Hamming decoding
algorithm associated with the parity-check matrix H”. This decoding process corrects possible
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bit errors introduced during authentication code generation and recovers the hash representation.
Based on program testing, the following decoding result is obtained:

1011011111110110011100011110111011001010001001100101000011000110100100001010

011001001100010000100001110100010011100001001010110000110110101011110001

By comparing the decoded result with the recomputed SHA-3 hash of the received document, it
is observed that both values are identical. Therefore, the document is declared authentic and
unaltered.

Digital authentication codes generated using different keys, as obtained previously, are
processed during the verification stage to compare the document authentication results. The
verification results using the same document but different keys are presented in Table 2.

Table 2: Verifying Results Using the Same Document

Name of Document Calculation Result

docl_sign_keyl.pdf  Decryption: Valid

1011011111110110011100011110111011001
0100010011001010000110001101001000010
1001100100110001000010000111010001001
1100001001010110000110110101011110001
Decoding:

1011011111110110011100011110111011001
0100010011001010000110001101001000010
1001100100110001000010000111010001001
1100001001010110000110110101011110001

docl__sign_key2.pdf = Decryption: Valid

1011101111101011010000111000100011011
0011011011000100000000010010101111100

010110

Decoding;:
1011101111101011010000111000100011011
0011011011000100000000010010101111100

010110

The test results using two different keys indicate that the proposed system is capable of
distinguishing verification outcomes based on the applied key variations. Differences in keys
influence the encoding results and consequently produce different authentication codes. However,
when the correct corresponding keys are used during verification, the decoding process successfully
recovers the original hash representation, and the document is declared valid. Furthermore,
even minor modifications to the document content, such as deletion, addition, or alteration of
characters, can be accurately detected by the system. This demonstrates that the hashing process
is highly sensitive to input changes and effective in maintaining the integrity and authenticity of
digital documents.

3.4 Security and Efficiency Evaluation

The Avalanche Effect is an important metric in cryptographic systems that measures the
degree of output change caused by a small variation in the input. Ideally, a one-bit change in

Vadillatul Ni'ma Maulidya 183



Code-Based Document Authentication Using SHA-3 and McFEliece

Name of Document Calculation Result

docl__sign__delete.pdf  Dekripsi: Invalid

1011101111101011010000111000100011011
0011011011000100000000010010101111100

010110

Decoding:
0010011001110100101001110101100100101
0101111000000111011111011010110110111

101001

docl__sign__change.pdf Decryption: Invalid
1011101111101011010000111000100011011
0011011011000100000000010010101111100
010110
Decoding:
0111011010010001001011011101101010011
1101010001110000010001001000100100001
101111

docl__sign__add.pdf Decryption: Invalid

1011101111101011010000111000100011011
0011011011000100000000010010101111100
010110
Decoding:
0010001010000001010110011011010101110
1100000101101101100111100100010000000
101111

the input should result in approximately 50% of the output bits changing, indicating strong
diffusion characteristics [18]. In this study, the Avalanche Effect of the SHA-3 algorithm is
evaluated using two approaches: (1) SHA-3 without the McEliece scheme, to measure the intrinsic
diffusion property of the hash function by comparing binary hash values of the original input
and a one-bit-modified input; and (2) SHA-3 combined with the McEliece-based authentication
mechanism, to evaluate the additional impact on the sensitivity of the generated authentication
code. The percentage of the Avalanche Effect is calculated using the following formula:

number of bits changed

Avalanche Effect (%) = ( ) x 100%

total output bits

Based on the results presented in Table 3, the combination of the SHA-3 and McEliece
algorithms produces significant changes in the authentication code output even when only minor
modifications are made to the input document. The results also show that incorporating the
McEliece scheme increases the percentage of bit changes, indicating enhanced diffusion and
greater sensitivity to both input variations and key differences.

In addition to security evaluation, processing time efficiency is also analyzed to assess the
computational impact of incorporating the McEliece algorithm. This evaluation compares the
processing times of authentication code generation and verification for various document sizes,
focusing on the trade-off between enhanced security and computational cost, as shown in Table 4.
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Table 4: Processing Time Test Results

Name of File Encryption Encryption File Decryption Decryption
Document  Size without with Size without with
(kb) McEliece McEliece (kb) McEliece McEliece

file 1.pdf 12 1x 1076 1.92715 86 0.41170 3.60128
file 2.pdf 63 0.47225 2.20701 118 0.82473 4.10519
file 8.pdf 154 0.60516 2.52096 246 0.90654 4.12660
file 4.pdf 1,315 0.63245 2.64007 1,331 1.06404 4.62662
file 5.pdf 5,614 0.71921 3.24225 5,484 1.78476 5.47170
file 6.pdf 11231  1.51627 3.89267 10,906  3.23987 6.49738

The experimental results indicate that the McEliece algorithm significantly increases pro-
cessing time during both authentication code generation and verification for small and large
documents. While this additional computational overhead reduces time efficiency, it provides
improved security characteristics, particularly in terms of resistance to forgery and sensitivity to
data and key variations.

4 Conclusion

Based on the experimental results, the following conclusions can be drawn:

1. Each document generates a distinct authentication code, even when using the same key
parameters, as the result is directly dependent on the hash value of the document content.
Furthermore, variations in McEliece key parameters produce different authentication codes
for identical document content, demonstrating key-dependent behavior.

2. The document verification process is able to accurately detect changes in document content.
Unmodified documents produce identical hash values and decoded authentication results,
while even minor modifications result in different hash values. This confirms the high
sensitivity of the proposed system in maintaining document integrity and authenticity.

3. 3. The combination of the SHA-3 hash function and the McEliece cryptosystem exhibits
a strong Avalanche Effect, where a one-bit change in the input affects nearly 50% of the
output bits. However, the computational complexity introduced by the McEliece algorithm
increases processing time, indicating a trade-off between enhanced security and efficiency,
particularly for large documents.

Overall, the integration of SHA-3 and the McEliece cryptosystem using Hamming codes is
effective in detecting document alterations and strengthening document authentication through
a code-based approach. While the method improves security characteristics such as sensitivity to
input and key variations, efficiency considerations remain important for practical implementation
in large-scale or time-critical applications.
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Code-Based Document Authentication Using SHA-3 and McFEliece

Table 3: Avalanche Effect Test Results

Test Original

Input Input

Modified

Digital Signature

Different
Bits

Persentage

Without
McEliece
addition

Input123 Inputl2

Original:
100101110011001100100101000001
101111010110111011001101000101
010101110001101101011100000010
001101011011110101011000011001
111011100110110110010010000100
100010110110100100011100010100
001101011100111111000110001111
000001110111011001101011101100
0100000111000110

Modified:
010010000101100001101000010110
011101110001001011000001010111
101010011000100001100000000001
011100001001000110100010011000
011100000001101010010001011101
011000100100100100111100100100
110001110111010111110110101101
110101111001110101111101111101
1000101110110000

125/256 bits

48.83%

With
McEliece
addition

Input123 Inputl2

Original:
001010111001010010010001110001
111010110001011100110110111110
000100101000011101111101110001
010000111101001111010100001100
0100000001110001010101010000
Modified:
000010001110000110010101100000
010100001011011110100010011100
000110110101010001001011000111
110000101000110000001010000011
1111011100010010110000011010

72/148 bits

48.65%
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