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Abstract
Pesantren as a traditional Islamic educational institution has a strategic role in shaping the character of students and maintaining religious moderation, especially in the midst of the increasing challenges of extremism in the digital era. Social changes and technological advances cause the character of today's students to be formed in a more open and complex environment, so that they are vulnerable to the infiltration of radical ideologies if character values are not firmly internalized. This research aims to analyze the differences in character formation patterns of past and present students, identify the main challenges faced by pesantren in strengthening student resilience, and formulate an effective psycho-pedagogical approach in internalizing character to ward off extremism. This research uses a qualitative approach through library research with primary sources of Scopus indexed journal articles and supporting sources from Google Scholar, analyzed using content analysis techniques. The results of the study show that students' resistance to extremism is not enough to be built through the transfer of normative religious knowledge, but requires an internalized value model that integrates moral development theory and cognitive-social theory to simultaneously strengthen cognitive, affective, and behavioral aspects. The integration of the core values of pesantren and psychological approaches is able to form psychological immunity that strengthens students' ability to think critically, control emotions, and reject violent narratives, so that it becomes an effective fortress in preventing radicalization. This research contributes to the development of a pesantren education model based on a psycho-pedagogical approach as a comprehensive counter-extremism strategy.
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Introduction
Pesantren, as an Islamic educational institution that has strong roots (indigenus) in Indonesian Muslim society, occupies a central position in the intellectual and spiritual history of the nation (Putri;, Elia Mariza, and Alimni 2023) Pesantren, as a type of Indigenous educational institution, has shifted from its initial characteristics of focusing on the teaching of Islamic teachings since the Middle Ages (M. N. Huda, Supratno, and Hariyati 2025) Islamic boarding schools now uniquely integrate traditional Islamic education and contemporary academic frameworks, as well as contribute to character formation (Junaedi et al. 2025) (Fuad, Masrukhi, and Efendi 2020) The character instilled includes fundamental values such as tolerance (Azizah et al. 2023) moderation (Jamil et al. 2025) simplicity (Al Faruq et al. 2025) independence (Nurainiyah et al. 2025) harmony (Musthofa et al. 2025) and love for the homeland (Bahtiar, In’ami, and Wahyono 2025). The formation of this character is essential for the development of individual and societal identities. Character formation in pesantren occurs through a holistic process, including ritual religious activities (ubudiyah), learning the yellow book, social interaction in the pesantren community, and the example of kyai. The holistic learning experience is in order to prepare students to face the complexities of modern life (Darwanto et al. 2024) Thus, this process aims to ensure that character values are not only understood cognitively, but are rooted in the soul (internalization) and become a disposition of the daily behavior of a student.
The implementation of character education in Islamic boarding schools cannot be separated from challenges. Currently, pesantren are faced with significant challenges due to the flow of globalization, which requires pesantren to be able to adapt to global cultural changes (Mariyono 2024) and remain relevant in the modern world (Rusmana et al. 2024) The transformation of information and communication technology presents challenges as well as opportunities for traditional educational institutions such as Islamic boarding schools (Jamil et al. 2025) Today's students are exposed to information and ideologies from various sources, which have the potential to affect their value orientation and character (Hadi, Affani, and Al-Akiti 2024) Evidence of the problematic character of the students, for example, is the emergence of extreme Muslim groups under the pretext of jihad against infidels (Mustafa et al. 2023) The striking difference between the character of past students who may be more homogeneous and isolated and the character of current students who are more exposed and diverse, requires special attention.
As mentioned above, one of the biggest threats faced by students is the spread of extremism and radicalism. Examples of extremism that occur are due to misinterpretations of jihad (Ahmad 2019) suicide bombings (BBC NEWS INDONESIA 2021) burning houses of worship (Rachman 2015) and other criminal acts caused by intolerance. From the Setara Institute data cited by (Sarbini et al. 2025) it shows a significant increase in incidents of extremism and religious intolerance in the last five years, namely 32 incidents (2022), 44 incidents (2021), 24 incidents (2020), 31 incidents (2019), 20 incidents (2018), and 17 incidents (2017). Another fact that researchers also found about the attitude of tolerance and mutual respect between religious communities among PTKIN students is the low level of this attitude. Extreme ideologies that are contrary to the values of moderate Islam (Islam Nusantara) and Pancasila often target the younger generation, including students, through digital media. If the character of the students is not firmly internalized, they are vulnerable to extreme narratives. Therefore, the ability of the character of the students to ward off extremism is relevant and urgent to be researched. 
Previous research related to the challenges of extremism and how pesantren as a pillar of Islamic education in countering extremism has been conducted. The first research states that Kyai is the leader of Islamic boarding schools that emphasizes the importance of Islamic moderation to ward off radicalism that leads to terrorism (Saleh 2025) It is commensurate with research that states that a Kiai is a role model, which encourages a moderate and wise attitude among students. In addition, the strategies that Kiai implements include strengthening traditional values and integrating moderate values into the curriculum (Anas, Rokhman, and Fatikh 2025) Furthermore, the approach implemented in preventing terrorism in Islamic boarding schools is through educational programs that integrate intellectual education, skills and character (Sadiah 2022) Not only that, some Islamic boarding schools also adopt a curriculum that contains the concept of deradicalization and involves students in various extracurricular activities (Subhani et al. 2018) One of the Islamic boarding schools that has proven to be proactive in teaching students to reject radicalism is the Madura Islamic Boarding School. This effort directs society away from radical ideology (Mukhlis et al. 2024) In Central Java, pesantren integrate the values of Pancasila (the theory of basic Indonesian philosophy) into Islamic education to fight radicalism. This approach emphasizes the religious nature of Pancasila and its alignment with Islamic principles (Fatah 2021) Despite these efforts, there are some cases where pesantren are associated with radical activities. For example, some Islamic boarding schools are associated with terrorist groups such as Jemaah Islamiyah, which raises concerns about the potential for these institutions to become hotbeds of extremism (Saleh 2025) 
From some of the studies above, the following is a concept map of research that has discussed extremism associated with Islamic boarding schools. This concept map identifies three main categories related to the issue of extremism in the pesantren environment, namely Student Wellbeing, the educational environment and the factors that trigger extremism. Thus, this map shows that extremism in Islamic boarding schools is a multidimensional issue that is not only triggered by ideology, but also influenced by the internal conditions of the school itself.
Figure 1. Research Concept Map on Extremism and Islamic Boarding Schools
[image: ]
Source: Scopus Database
From figure 1 above, it is clear that the handling of extremism in Islamic boarding schools is not enough to focus only on religious content, but must involve a holistic approach that includes strengthening students' mental and physical well-being, improving the quality of teaching and moderate religious curriculum, as well as addressing the root causes of social problems such as bullying and injustice. To ensure that the character of the students is really firmly rooted and not just temporary obedience, an in-depth study is needed from the perspective of psychology and education or known as psycho-pedagogical terms, which has never been done before based on the concept map above and becomes a gap or gap in this study. Psychological approaches, such as developmental psychology, educational psychology, or cognitive-social theory, can be used to analyze effective mechanisms and strategies in internalizing values. An understanding of how cognitive, affective, and behavioral processes interact in moral formation is key.
This research aims to analyze the challenges that affect the character of contemporary students, examine the process of internalizing character so that it is rooted in the soul, and formulate an effective psychology-based model or strategy to strengthen the character of students as the main defense against the spread of extremist ideology. This is in line with efforts to maintain religious moderation and the integrity of the Unitary State of the Republic of Indonesia (NKRI). Thus, conclusions can be drawn that are the formulation of problems or research questions in this study including:
1. How are the patterns and manifestations of past and present students' characters different in the context of contemporary social and technological dynamics?
2. What are the main challenges faced by Islamic boarding schools and students today in efforts to resilient and develop fundamental character?
3. How can relevant psychological approaches or theories be applied practically to strengthen the internalization of students' character so that they have strong resilience and deterrence against extremism?

Research Method
This research uses a qualitative approach with the library research method, which aims to analyze in depth theoretical concepts and empirical findings related to student resilience, internalization of character values, and pesantren education strategies in preventing extremism in the contemporary context. The selection of this method is based on a research orientation that focuses on the preparation of new conceptual synthesis through critical mapping of published scientific literature, so that it does not involve the collection of field data.
The data sources in this study were obtained through a systematic search of the literature available online. The primary source of research comes from journal articles indexed by Scopus, both conceptual and empirical, which are the main basis for the preparation of theoretical synthesis on the issue of student resilience, pesantren character education, and extremism prevention based on Islamic education. Meanwhile, secondary sources are supporting articles from Google Scholar, academic books, research reports, and relevant policy documents that enrich the analytical perspective but are not the main foundation. In order to maintain scientific novelty and thematic relevance, the literature reviewed is limited to the range of 2015–2025, while still considering classical seminal references where necessary as a theoretical basis.
The data collection technique is carried out through documentation, starting with identification and literature search using the Scopus database as the main source, then equipped with Google Scholar and national ejournals (Sinta/DOAJ). Keywords used in the search included "Islamic boarding school", "pesantren", "resilience", "student resilience", "extremism prevention", "radicalism", "character education", "internalization of values", "psychopedagogy", "religious moderation", "youth radicalization", and "counter-extremism education", with the implementation of Boolean operators (AND/OR) to improve search accuracy. Literature selection is carried out starting from screening titles and abstracts, checking the feasibility of full text, to the elimination of documents that are not relevant to the focus of the research.
Data analysis is carried out using the qualitative Content Analysis method through the process of data reduction, data presentation, and conclusion drawn. In the reduction stage, information is grouped based on main themes such as student resilience, value internalization, psycho-pedagogical approach, and extremism prevention strategies. The presentation stage is carried out through conceptual synthesis that integrates findings between literature to map patterns, concept relationships, and find research gaps. The final stage is in the form of drawing conclusions and preparing theoretical recommendations regarding the character internalization model to strengthen the deterrence of students against radical ideologies.
To ensure the validity of the findings, this study applied theoretical triangulation by comparing the perspectives of psychology, pedagogics, and Islamic studies, as well as evaluating the quality of sources by ensuring that only reputable references were used. In addition, cross-checking between findings is carried out to minimize interpretive bias and maintain the reliability of scientific synthesis.

Results and Discussion
Results
Santri Character in the Context of Social Dynamics
The character of students in the past tended to be formed in a homogeneous, closed, and tightly controlled social environment through traditional educational patterns based on example and collective discipline. Classical Islamic boarding schools generally have an educational culture that prioritizes obedience, simplicity, independence, and absolute respect for kiai as a source of moral and intellectual authority (Dhofier, 2011). The interaction of students takes place in a limited social space and minimal exposure to external influences, so that the internalization of character values takes place gradually through the context of living values education which is centered on daily practices and habituation. This makes the character of past students tend to be more stable and consistent because it is formed by the continuity of experience and a collective parenting system based on pesantren culture. They are a generation formed by the spirit of physical jihad and the resolution to defend religion and state. Graduates of the old boarding school generally only had a career as religious teachers or ustadz in the village. However, the foundation of morals, perseverance, and dedication to science (tholabul ilmi) remains the core that is inherited (MOH. KHOLIKUN 2023)
Along with social dynamics and contemporary technological trends, today's students or what are often called millennial students or Gen Z were born. (Khatipah et al. 2025) Modern Islamic boarding schools have integrated science, science, and technology into the curriculum (Ar 2017) The transformation of information technology and globalization presents various sources of knowledge, culture, and ideology that can influence the mindset and value orientation of students (Husna, 2020). Today's students not only bring books, but also laptops and gadgets; They learn coding and graphic design, actively preach on social media, and even engage in the world of entrepreneurship and politics. The challenge shifts from physical limitations to digital distractions and the ability to filter out hoaxes and transnational understandings that are contrary to national agreements (Nisa 2024; Sarasvati and Siswadi 2025). Today's students or modern students are also no longer completely dependent on kiai authority, because access to alternative information through social media allows them to verify, negotiate, and even resist traditional authorities. This condition causes the character of today's students to be more dynamic but at the same time vulnerable to value disruption, especially when they do not have adequate digital literacy skills, emotional intelligence, and spiritual fortitude (Azizah, 2023). This difference emphasizes that the internalization of values in contemporary students cannot rely on traditional methods alone, but requires a psycho-pedagogical approach that is able to answer the challenges of psychological development and social-digital age pressures.
In line with the social dynamics and characteristics of students, Pierre Bourdieu's thinking is very relevant to the concepts of habitus, capital, and realm. Habitus has a durable nature, but remains flexible to social change (adaptive), and is formed through the process of internalizing social values (Bourdieu 1973) Through this, Islamic boarding schools have great potential in shaping the character of students if they are able to manage social and cultural structures synergistically. The integration of religious values, discipline, potential development, and positive social relationships has proven to be effective in forming sustainable character habits. The social, cultural, and symbolic capital obtained by students through the educational process and social interaction also strengthens the formation of moral character, such as honesty, responsibility, and independence. Meanwhile, the realm of pesantren education that has a strict structure and norms provides a space where habitus, and the capital is tested and developed continuously (Habibi and Sholikha 2025)

Main Challenges in Resilience Efforts of Santri Character
The main challenge in developing the character of contemporary students is centered on efforts to balance traditional values of morality and religious science with the rapid flow of technology and digital disruption. There are three crucial issues that are interrelated:
1. The Ethical Crisis and Digital Literacy
The biggest challenge is the issue of digital ethics and digital literacy, which is still low among students and educators (Hasanah and Sukri 2023; Ulfah 2022). Although gadgets and the internet offer easy access to knowledge, this convenience also triggers serious problems. Students are faced with the temptation of digital distractions, the risk of dependence on technology, and exposure to negative content such as pornography or violence that can disrupt spiritual life and damage morality (Fadli 2022; Maudy 2025) In addition, the rapid flow of information and the penetration of transnational ideologies through social media, which aggressively targets the younger generation with extreme and intolerant narratives (Sarbini et al., 2025). Furthermore, the digital environment is a fertile ground for the spread of false information (hoaxes) and hate speech, requiring Islamic boarding schools to equip students with ethical and wise digital communication skills (Bahrudin et al. 2024) This challenge is even more difficult because some Islamic boarding schools do not have adequate regulations and digital literacy curriculum to equip students with safe and healthy information navigation skills.
The government has been trying to intensify digital literacy through the National Literacy Movement (GLN) since 2016. This movement is also supported together with early childhood education units to education involving teachers and educators. Activities in this movement include literacy, numeracy literacy, scientific, financial, digital literacy, to cultural and civic literacy (Nasrullah et al. 2017) This movement also involves Islamic boarding school educational institutions as an ideal partner in improving the quality of education and the character of the nation (Syafe’i 2017) Therefore, in an effort to improve and shape the character of the nation, especially the students, an appropriate digital literacy model is needed to reduce the digital gap that has existed so far. 

2. Disruption of Social Values and Transnational Ideology
The Industrial Revolution 4.0 and Society 5.0 brought disruption to the social value order. Students are faced with the threat of the fading of religious values due to the diseases of modern society such as materialism, hedonism, and individualism (K. Huda and Aswiyanto 2023) Accelerating technological advancements, global economic integration, and increasing social complexity require every component of the nation to respond adaptively. In this situation of change, the noble values that are the foundation of the nation often face new challenges that can threaten national identity (Alisah 2025) In addition, the unstoppable flow of information from cyberspace has the potential to give rise to transnational ideologies or religious radicalization that can erode the values of nationalism and tolerance that have become the hallmarks of Islamic boarding schools (Muhtarom, Fuad, and Latif 2020; Rokhim and Wasi 2021) Character development now focuses not only on individuals, but also on the formation of digital citizenship with character, which is able to maintain local identity (local wisdom) while remaining globally competitive (Rakhmah et al. 2025; Wahyuni, Sudiyana, and Waldi 2023).
In addition, social and cultural changes present significant psychological pressure on students, especially related to academic competition, identity problems, and the dynamics of social relations that are more open and complex than the previous generation. This condition causes the emergence of psychological well-being problems such as academic stress, social anxiety, bullying, and confidence crises (Mariyono, 2024). These internal psychological challenges are often overlooked in Islamic boarding school curricula that are more focused on the cognitive and spiritual realms, so that aspects of emotional and mental health development have not been fully addressed systematically. The lack of psychopedagogical support can weaken the resilience of students to extreme ideological pressure, because radicalization often targets individuals who experience psychological vulnerability and social isolation (Ahmad, 2019).
3. Gaps in Educator Infrastructure and Competence
Institutionally, not all Islamic boarding schools have adequate technological infrastructure, such as a stable internet network or computer laboratories, which are the main obstacles in the process of digitizing education (Journal UNIDA, 2025). This challenge is exacerbated by the digital competency gap among educators (teachers/ustadz) who have not fully mastered digital technology to support modern learning systems. Not all pesantren have adequate educational resources, both in terms of the quality of educators, learning facilities, and the integration of character curriculum based on religious moderation and 21st century skills (Rusmana et al., 2024). If pesantren fail to adapt and only maintain outdated methods, they risk being left behind and considered irrelevant in the eyes of a modern society that is all competitive and prioritizes science and technology (STIS Nurul Qarnain, 2023; UNJ Journal, 2021). This quality inequality affects the effectiveness of internalizing values and building the character of students. Thus, the response to these challenges requires an update of educational strategies that not only emphasize the transfer of religious knowledge, but also integrate psychological approaches, digital literacy, and social-emotional coaching as the foundation for building comprehensive resilience.

Psycho-pedagogical Approach in Character Building of Anti-Extremism Students
Strengthening the internalization of student character values through a psychological approach can be done by integrating various theories of educational, developmental, and moral psychology in the learning and coaching process in Islamic boarding schools. The first relevant approach is Lawrence Kohlberg's Theory of Moral Development, which emphasizes the importance of the formation of moral reasoning through dialogue, reflection of values, and analysis of ethical cases (Kohlberg and Hersh 1977) This theory directs the development of the character of the students beyond blind obedience, emphasizing the importance of high-level moral reasoning. Practically, pesantren need to encourage students to not only follow the rules of Kiai (rule-based), but also to understand the universal principles behind religious teachings, known as maqashid sharia, through discussion or halaqah (Irma, Pelu, and Syaekhu 2023) The main goal is to form students who have intellectual integrity so that they are able to criticize and reject extremist narratives because they are contrary to the highest moral principles in Islam, such as tolerance and justice. This approach can help students reach the stage of postconventional morality, where ethical decisions are based on the principles of humanity and welfare, making them more immune to extreme narratives that manipulate religious texts to justify violence.
The second approach is the Bandura Social Learning Theory, which explains that behaviors and values are formed through the process of observation, modeling, and social reinforcement. In the context of Islamic boarding schools, this theory can be operationalized through the example of kyai, ustadz, and seniors in showing moderate, tolerant, and empathetic behavior (Bandura, 2001). The mentoring program based on peer modeling and habituation of positive behavior in the communal life of the pesantren is an effective strategy to strengthen the character disposition and social resilience of the students. When significant figures display rational and peaceful religious attitudes, students learn that religious identity is not synonymous with hostility or violence.
This approach is then strengthened by Social Learning Theory (MacBlain 2021)which is very relevant in the culture of Islamic boarding schools that prioritize example (uswah hasanah). The essence of this theory is modeling, where Kiai and Ustadz must be real examples of Digital Citizenship; they must show ethics and manners in interacting in cyberspace, reject hoaxes, and spread positive content, so that students can imitate these moral behaviors. In addition, pesantren can empower senior students as  resilient and accomplished peer models, because peer influence is often more effective (Hotifah 2014) This theory also emphasizes self-efficacy, which is enhanced by giving responsibility to students to be creative (for example, creating peaceful da'wah content). Through this successful experience, the confidence of students to become agents of peace, and not agents of extremism, will grow strong.
Furthermore, resilience psychology approaches, such as the Connor-Davidson model, can be implemented to build students' psychological capacity in dealing with ideological pressures and social challenges. This strategy includes training in emotion regulation, problem-solving, self-efficacy, and adaptive coping skills (Connor & Davidson, 2003). Resilience training programs can be integrated into the pesantren curriculum through group counseling, Islamic mindfulness training, collaborative activities, and ethical decision-making simulations. Thus, students not only understand values cognitively but are able to internalize them as a strong psychological defense mechanism against the influence of extremism.
From a psycho-pedagogical perspective, the combination of the three approaches (cognitive, social, and affective) allows for a more robust and transformative internalization of character. This integrative model strengthens moral identity, emotional stability, and critical thinking skills, so that students have a multidimensional deterrent to radical ideologies both in the digital and social realms. It is in this context that pesantren can function as a center for the formation of psychological immunity to extremism.

Discussion 
Pesantren is a traditional Islamic educational institution that has existed and developed for a long time in Indonesia (Alisah 2025) As an educational institution, pesantren play a vital role in shaping character and instilling Islamic values in society (Syafe’i 2017) The function of pesantren is not limited to religious teaching, but also serves as a source of deep moral values and a bridge to accommodate various interests in society (Mukhlis 2023) As a holistic education center, pesantren provides a strong spiritual and social foundation for students to face life's challenges with the provision of in-depth religious knowledge.
Students in the past were known for their very thick religious education, focusing on teaching the yellow book and religious science in a conventional context, with a simpler life and limited to spiritual values (Triyono and Mediawati 2023) Their character often reflects discipline, obedience, and simplicity, as well as a more homogeneous life in a society focused on religious teachings. On the other hand, today's students live in a more pluralistic society and are open to the influence of globalization (Asror 2022) They are not only developing themselves in the field of religion, but are also increasingly open to general science, technology, and contemporary social issues.
A significant difference that arises in Islamic boarding school education today lies in how technology can affect the educational pattern and character of students. In today's digital era, access to information and communication through the internet provides a great opportunity for students to explore various broader fields of knowledge, in addition to religious science. Technology allows them to access various learning resources, both related to science, technology, and other social developments (Said 2023) This has a positive impact on broadening their horizons and allowing them to become more critical, adaptive, and dynamic individuals in the face of the challenges of the ever-changing times. The ability to explore knowledge independently through this digital platform has changed the learning pattern of students, making them more open to new ideas that can enrich their perspective.
Despite being exposed to various information from outside, pesantren still have an important role in maintaining a deep understanding of religion. Easier access to global information does not make them forget the basics of the religious teachings they learned at the pesantren. On the contrary, they are increasingly able to integrate religious knowledge with the development of the outside world. Technology not only serves as a tool to enhance general knowledge, but also enriches their religious insights in a more interactive and contextual way (Isti’ana 2024) In this context, pesantren have succeeded in maintaining a strong Islamic tradition while accommodating the development of an all-digital era.
Today's students tend to be more pluralistic in their approach to religious teachings. They are not only open to outside thoughts and cultures, but also actively participate in the social changes that are taking place around them. Pesantren, with an inclusive educational approach, provides space for students to develop not only in the religious field, but also in social and cultural aspects. This makes them better prepared to interact with an increasingly complex and dynamic global society. Technology, which was previously considered a threat to traditional values, has now become a tool that supports pesantren in preparing students to face global challenges while maintaining their cultural and religious roots.
Strengthening the internalization of the character of students and morals in dealing with extremism can be done through a psychological approach to moral development. Referring to Kohlberg's view, moral development is not only a matter of obedience to religious rules, but also the improvement of the ability to reason about the values of justice, welfare, and humanity (Kohlberg and Hersh 1977) In the context of Islamic boarding schools, religious learning that is rich with discussions, questions and answers, and social case analysis will help students understand sharia principles that are universal and contextual. When students are able to see the human dimension in Islamic teachings, they are more resistant to extreme propaganda that often only prioritizes black-and-white narratives and blind obedience to certain authorities. The development of a mature moral level can be carried out through inclusive teacher role models, moral habituation, and emphasis on sharia maqashid, so that students learn to make moral decisions based on empathy, social responsibility, and respect for diversity.
In addition, Bandura's cognitive-social theory provides an important framework for how students' religious behavior is formed through observation, self-belief, and self-regulation (Bandura and Walters 1977) Extremism often takes advantage of psychological conditions when individuals have low self-efficacy and tend to seek instant recognition through radical groups that offer heroic identities (Kinnvall and Capelos 2021) Pesantren can counter this vulnerability by providing ample space for self-development: student involvement in organizations, achievement achievements, community service projects, and cross-cultural dialogue. Self-regulation exercises through muhasabah, spiritual halaqah, or psychoreligious counseling help students manage their emotions, resist peer pressure, and remain balanced in understanding religious texts. By presenting moderate exemplary figures who are able to show Islam as a blessing for all nature, the pesantren environment becomes a positive social model that indirectly strengthens the deterrent to extreme narratives.
The integration of moral development theory and cognitive-social theory will make the pesantren education process more comprehensive, not only focusing on the transfer of religious knowledge but also on the formation of mature cognitive and moral structures. This effort can be formulated in the character curriculum through three stages: providing an argumentative understanding of values, direct experience in inclusive social interactions, and self-reflection to strengthen internalization. Activities such as case studies, critical digital literacy, interfaith social services, peer mentoring, and regular deliberation will strengthen the religious identity of students who are open, critical, and responsible. When students are able to interpret Islamic teachings from the perspective of universal humanity, have the ability to think critically, and feel confident in facing challenges, they will be more resistant to violent doctrines and destructive ideologies.

Conclusion
This research emphasizes that pesantren have a strategic role in shaping the character of students as the main fortress in warding off extremism in the digital era. Social dynamics and technology have changed the character pattern of today's students, so a more adaptive and comprehensive educational approach is needed. The main contribution of this research lies in the affirmation of the importance of a psycho-pedagogical approach, through the integration of moral development theory and social learning theory, as a conceptual framework in strengthening the internalization of students' values and resilience to radical ideologies. This approach shows that the character formation process is not sufficiently based on cognition and ritual, but must touch the dimensions of moral reasoning, social example, and self-efficacy to create moderate, critical, and empowered students.
However, this study has limitations because it only relies on literature studies and does not include empirical findings based on field observation or quantitative data on the effectiveness of the implementation of psycho-pedagogical approaches in various Islamic boarding school contexts. Therefore, further research is recommended to conduct field studies through a mixed-methods approach on various types of Islamic boarding schools, test character resilience models applicatively, and develop valid and standardized instruments for measuring the character and digital literacy of students. This effort is expected to strengthen academic contributions in the development of a relevant and responsive pesantren education model in the face of global extremism challenges.
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